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TAKE NOTICE TIIAT pursuant to section 4(2) of the Securities Act No. 41 o f 2016 as amended by Act No. 21 (hereinafter referred to as 
the "securities Act") the Securities and Exchange Commission (hereinafter referred to as the "Commission") hereby issues guidelines on 
the Risk Management to all capital Market operators in Zambia. 

fURlliER TAKE NOT!! ll¼AT GUIDEUNES INCLUDE BUT ARB 1'OT UMITl!D TO 1HE FOLLOWING: 

I.I Objective of the SEC Rjsk Management Guidelines 

1.2 Jn 2021. the Board of the Securities wid Excjwige Commission approved the Commission Risk Based Supervision Policy "RBS 
Policy". the RBS Policy represents the Commission·s commitment to trans ition its supervision of Zambian Capital markets from 
a compliance-based regime to a risk-based supervision regime. The Commission's approach to supervison has therefore evolved to 
focus on the risk. Risk has been defined as the tl1reats posed by the acitivities of capital market operators to the achievment of the 
Commission's core supervisory objectives. Under Sub-section 9( I) of the Securities Act ("the Act"), the Commission's mandate is 
to create and promote conditions in the capital markets aimed at ensuring an orderly growth, integrity and development of the 
capital markets. sub-section 9(2) spells out further functions of the commission which include matters specific to the conduct of 
CMOs such as to: 

• promote and encourage h.igh standards of investor protection and intergrity amon participants in the capital markets; 

• support the operation of free, orderly, fair, secure, and properly infonned capital markets 

• take all reasonable steps to safeguard the interest of persons who invest in securities and guard against illegal and improper 
practices as provided in the Act; 

• provide, promote, or otherwise support financial education, awareness and confidence regarding financial products, institutions, 
and services. 

1.3 The Commission approch to supervision under the RBS Policy also places emphasis on holding the Board and Senior Management 
accountable for the results of the CMO's activities. The CMO's Board of Directors and Senior Management are responsible for the 
stategic mangement and direction of the CMO and are responsible for ensuring that the conduct of the CMO and that of its 
employees meet the standards required for investor protection. 

1.4 The guidelines are intended to provide the minimum standards for risk management for capital markets operators. They are not an 
exhaustive guide to risk management and therefore, the Baord and Senior Management are expected to put in place policies and 
procedures aimed at ensuring that the CMO d:velops and impleme~ts a ri_sk managem~nt frame~ork that is in th~ best interest of 
the CMO and all relevant stakeholders taking mto account the CMO s busmess model, its operating and legal envrmment, and any 

other factors as the Boars deems fit. 

Please do not hesitate to contact the Commission for any clarification on this matte, on the following contact details: 

Telephone: +260 211227012/222 369. E-mail: info@seczambia.org.zm. 

Dated this 6th day of February, 2023. 

Signed for and on behalf of the Commission Board By: 

LUSAKA 

6th February, 2024 

MRs. R. MuGALA, 

Board chairperson 
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SECTION 1: INTRODUCTION 

I . I Objective of the SEC Risk Management Guidelines 
. . Commission Risk Based Supervision Policy ''RBS 

1.2 In 2021, the Board of the Securities and Exchange Comm1ss1!>n approved 11?~ ·ts su crvision ofZambian Capital markets from 
Policy". The RBS Policy represents the Commission's commitment to tran~1ll!>n !s a ~oach to supervision has therefore evolved 
a compliance-based regime to a risk-based supervision regime. The Conu:m.~~ionof ~fital market operators to the achieve!lle!lt ~f 
to fo~us on. th~ risk. Risk has b~cn deftn~d ~s the threats posed by_ the 9(c~t t~e Securities Act ("the_ Acq, the Colllll1lss1on s 
the Comm1ss1on 's core supervisory obJecttvcs. Under Sub-secl!~n ° in an orderly growth, mtegnty, and de':'clopment 
mandate is to create and promote conditions in the capital markets _a,medfa~nsct m1:nission which include matters specific to the 
of the capital markets. Sub section 9(2) spells out further funcllons o e 0 

conduct ofCMOs such as to: 
. d . ·ty among participants in the capital markets; 

• promote and encourage high standards of investor protection an mtegri 
. . d 1 ·orormed capital markets; 

• support the operatton of free, orderly, fair, secure, an proper Y 1 . . d d • t illegal an improper 
• take all reasonable steps to safeguard the interest of persons who invest in secunties an guar agams 

practices as provided in the Act; d. fin ial products 
·a1 d · ss and confidence rcgar mg anc , • provide, promote, or otherwise support !inane, c ucation, awarene 

institutions, and services. . 
· · • • · I h · holding the Board and Senior Management 

1.3 The Comnuss1on approach to superv1s1on under the RBS Poltcy also P aces ~mp asis 0~ S • or Management are responsible for the 
accountable for the results of the CMO's activities. The CMO's Bo~rd ofDirccto~s an th t; conduct of the CMO and that of its 
strategic management and direction of the ~ MO and arc r~spons1ble for ensurmg a e 
employees meet the standards required for mvcstor proteclton. 

1 
1.4 These guideline~ arc intended to provide the minimum standards for risk management for capital mtardketotspotit~~pt~~~}p11o1Ic:i:: !i°J '-

an exhaustive g~ide to risk management ,md therefore. the Board and Senior Management arc cxpecketh . . th b t. t ts f 
· · · d I •' · I ts · k management framewor at 1s m e es m eres o procedures aimed at ensunng that the CMO eve ops anu imp emen ans . . d I · 1 • t, d 

the CMO and all relevant stakeholders taking into account the CMO's business model, its operating an cga envrronmen an any 
other factors as the Board deems lit. 

1.5 Definitions 

Jn these Guidelines. unless the context otherwise rcquires-

'CMO' shall have the same meaning as contained in the Securities Act. 

'board' means the board of directors of a CMO. or an equivalent body charged with the governance of the CMO. 

'Chief executive officer' or 'CEO' means a person responsible, under the immediate authority of the board of directors for the 
conduct o f the business of a CMO. 

' Chief financial officer' or "CFO" means the individual charged with the primary responsibility for managing the company's 
finances, which may include including financial planning, management of financial risks, record-keeping, and financial 
reporting. 

'Chief risk officer' "CRO" means an independent officer with the responsibility for a CMO's risk management function and its 
cntcrprisc-\\idc risk management framework. 

'Compliance officer' or 'Chief Compliance Officer" means. a seni?r staff member with overall responsibility for coordinating 
the 1d~nt1ficat1on_and management of the CMOs compliance nsk and for supervising the activities of staff discharging the 
compllancc functJon. 

'CMO' or 'Capital Market Operator' shall have the same meaning as contained in the Securities Act 

'Insider' shall have the same meaning as contained in the Securities Act. 

'Internal c~ntrol' means a process cffect~d by the in_stitution's board of directors. management and otherpe Id · t d t 
provide rea.~on~~lc ass~rancc_ rcgard1ni:; the ad11evcm~nt of the CMO's ohjectives such as effectiveness filinn~ k es,gna e ~ 
process, rcliab1lity of l1nanc1al rcpnrt,og mul compliance with applicable laws nnd regulations. 0 c n s managemen 

• Internal a~tlit_' ~c,ms an _imkpcndcn(, objective a~sura1_1ce _anJ consulting activity designed t dd I d • 
organ1zatwn s opcral1ons am.I wl11ch helps mi orgnn11.allon accomplish its strat •gic b. f O a b 1a_ue. an improve '.1" 
disciplined approach to evalunte and improve the effectiveness of risk managem~ t O ~cc

1
ivcsd Y rmgmg a systematic, 

. . , . n , contro , an governance processes. 
'non-executive tl1rcclor means a member of the board who 1s not involved in the da , t -d 

a full-time salaried employee of the institution. ) • 0 ay management of the CMO and is not 

'Risk appetite' means the aggrcgute level und types of risk a CMO is willin to 
85 

d • . 
capacity, lo achieve its strategic objectives wid business pion. g surnc, ecided m advance and within its risk 

'Risk profile' means a point in time assessment of the CMO's risk exposures b d 
ase on current or forward-looking f 

'Senior management' or 'management' means- Uic executive committc assump ions. 
individuals who are responsible and accountable to the board for ·ffee tr 110nagem~nt team comprising a core group of 
CMO. c c ive Y overseemg the day-to-day management of the 

'Significant activities' refers to a line of business business unit or proces th • fu 
its ability to meet its strategic objectives su~h that if that activity is 

5 
t nt :r ndamental to the CMO's business model and 

its corporate goals. no we managed, the CMO risks not being able to meet 

'Stakcholdc( means an indi~idual or group, in addition to shareholders who ha . . 
operations and the achievement of the institution 's goals such ' di ve an mterest m, and/or influence over the CMO's 
Government and Quasi- Government Bodies, the Com~uni.:~:.e tors, employees, suppliers, customers, the'Regulators, 
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1.6 Application of these guidelines 

l.6.1 These Directives shall apply to all Capital Markets Operators taking into consideration their size and nature of 
business operations. The code shall be compulsory for the following types of capital markets operators: 

• Dealers; 

• Investment Advisers; 

• Securities Exchanges; 

• Clearing and Settlement Agencies; 

• Share transfer agents; 

• Credit Rating Agencies; and 

• Other CMOs as determined by the Commission. 

1.6.2 Nonetheless, the Commission will consider the principle of apply or explain in the application of these guidelines. 

1.6.3 Issuers of registered Securities who are not licensees will need to decide to what extent these guidelines are relevant 
in the context of ensuring they comply with the continuing obligations imposed by the Securities Act and the rules of 
the exchange they belong to. 

1.7 Principles-Based vs Rules-Based Approach 

1.7.1 In these guidelines the Commission has adopted a principles-based rather than a rules-based approach. A principles
based approach provides CMOs with the flexibility to adopt systems and procedures that suit their individual 
circumstances. However, when completing the Self-Assessment Questionnaires each CMO must provide factual 
explanations which must be backed by documentary evidence. The Commission will place limited reliance on 
representations from the Board or Senior Management as to the existence or effective operation of the CMO's 
Quality of Risk Management Framework. 

1.7.2 Further, whilst CMOs may wish to ascertain the level of risk, the Commission ·s emphasis is not on the Risk Rating 
from the CMO's point of view. but on the existence and effective operation of identified inherent risks. 

SECTION 2: RISK MANAGEMENT FRAMEWORK 

2.1 Inherent risk 

2. 1.1 Inherent risk is the probabi lity of material loss to investors due to exposure to, and uncertainty arising from, current 
and potential future events arising from the undesirable market conduct practices of a CMO or its representatives/ 
agents. Inherent risk is driven by the nature and extent of the business activities of the CMO. ·Therefore, the Board 
and Senior Management must have a thorough understanding of both the nature of the CMO's activities and the 
environment in which these activities are undertaken is essential to identify and assess inherent risk. 

2.2 Risk Categories 

2.2.1 The Commission uses the following categories to assess inherent risk: 

(I) Conduct risk 
(2) Credit risk; 
(3 J Market risk; 
(4) Operational risk; 
(5) Legal and Regulatory risk; 
(6) Strategic risk; and 
(7) Money Laundering/ Terrorist Funding Risk (ML/ rF Risk). 

2.3 Risk Management Function 

2.3. 1 In accordance with the SEC Cotlc ofCorporntc Governance and as part of the implementation ofRBS in the Zambia 
Capital Markets, cuch CMO is required to eshtblish iu1 independent Risk Market Function ("RMF") and appoint a 
Chief Risk Officer. The RMF and the CRO will supervise the CMO's risk management processes as outlined below. 
The function should be independent from those who talcc or accept risks on behalfofthc institution and should report 
directly to the boord or u committee of the bourd. 

2.3.2 The risk management function should be responsible for ensuring thut effective processes arc in place for: 

(i) Identifying current and emerging risks; 

(ii) Developing risk osscssmcnt and measurement systems; 

(iii) Establishing policies, practices, und other contro l mechanisms to manage risks; 

(iv) Maintaining 11 risk register which should be updated periodically; 

(v) Developing risk tolerance limits for Senior Management and board approval; 

(vi) Monitoring pos itions against approved risk tolerance limits; and 

(vii) Reporting results of risk monitoring to Senior Management and the board. 
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Risk Management Process 

2.4.1 Regardless ofits design, each Risk Management Programme sh~uld include: d . k CMOs are encouraged to 
. . d . Ii f hould be a contmuous process an ris 

(1) Risk Identification: Risk I entt ica 100
• s . b . ss activities and processes and assess how these 

identify and have a thorou~ un_derst:ind1~g of their key usm: the characteristics of the CMOs product and 
give rise to inherent risks. Risk 1dent1 ficat1on should also cons1d;r . ificant activities when undertaking 
services, delivery channels, customers, etc. CMOs arc expected to ocus on sign 
risk identification exercises. . 

· · · I t' ·t h been identi tied the next step ts to 
(2) Risk Measurement: Once the risks associated with a part1cu ar ac 1v1 Y av: . . • . . . 

measure the significance of each risk. Each risk should be viewed in terms of its three dimen5i_ons. st:• d~rah?nk 
and probability of adverse occurrences. Accurate and tim~ly me~s~cmen! o~ risk is cs_s~n.ttal to e ~:-; ~e 
management systems. CMOs arc expected to focus on key risks w1thm the s1gmficant activities of the · 
CMO is also expected to monitor other risks. 

(3) Risk Control: the CMO should put in place controls to manage/ mitigate key inherent risks to prevent or 
minimize the adverse consequences. This can be achieved by: 

• avoiding or placing limits on certain activities/risks; 

• mitigating risks; and/or 

• offsetting risks. 
111is should be done by establishing and implementing controls at the first line of defense which is Operational 
Management. This is done by implementing policies and procedures for undertaking key significant activities. 
Further, CMO's arc expected to enhance controls established by operational management by establishing oversight 
sig.ht functions namely Risk Management Function, Compliance Function, and Internal Audit Function. Board 
and Senior Management also fom1 part of the controls structures by providing oversight over the CMOs risk 
management process. 

(4) Risk Monitoring: CMOs should establish Management Information Systems (MTS) that accurately identify and 
measure risks at the inception of transactions and activities. Information and commWlication are vital for monitoring 
significant changes in risk profiles. Monitoring risks means developing reporting systems that identify adverse 
changes in the risk profiles of significant products. services and activities and monitoring changes in controls that 
have bei:n put in place lo minimize adverse consequences. Information and communication controls should be 
designed to cut across the organization from operational management to the Board. 

2.5 Basic elements of a sound risk management system 

2.5.1 The risk management program of each institution al minimum contains the following elements of a sound risk management 
system: 

(i) Active Board and Senior Managi:ment Oversight; 

(ii) Organizational structure; 

(iii) Adequate Policies, Procedures and segregation of duties; 

(iv) Adequate Risk Monitoring and Management Information Systems (MIS); and 
(vJ Adequate Internal Controls. 

2.6 Rillk Champion and ~taff 

The ~MO s_h_o11l~ appoint a senior mcmher of staff tu head the risk munn •emcnt fu · · 
cxpcncncc. I he nsk mam1gemcnt function shuulJ have adc11uutc numb'r ul.~t· 11·1 . nl ctl1on with the necessary knowledge and 
t I h 1 ., c s .i u wit 1 l 1e necessnrv knowl d d • o exccu cl c re cvant operations and assigned such staff the uuthorit , . , . . .-J e ge an expenence 
the size of the CMO. Y necessary tor implementing the operations considering 

2.6.1 

2.6.2 

Active Board and Senior Man11gemcnt Ovcrsi1,:ht 

:fhe SEC ~OS_ Po lie~ emphasizes Board and Senior Manugemcnt accm . . . . 
Ill conductmg its hus1ncss operations. The Bo·1rd is r.. ··11 r mt_abthty lor the level of risk assumed by the CMO r . 1· h . . , . cspon~1 i c ,or approvm th II . 
po ICICS o t cir organizations, including those rel ·1te·' to . . . ? c ovcra bustness strategics and significant . r II • u m,111ag111g and l'lk . , ... T 
management_ is u y capable of managing the activities that their . . • . mg ns...s. he Board should ensure that senior 
~es~~ns1blc for understanding the nature of'thc risks significa l t thm_shtutio~s c_onduct. To achieve this, the directors are 
is ta ng the steps necessary to identity measure monitor nd o e1r organt~allons and for ensuring that the management 
S • ' an control these nsk 

en10r management is expected to prov·d , 1 s. 
. I c rcgu ar reports lh t 'd . . 

meanmgful to the directors Dir a I enttfy the size and · · fi 
institution focc includin . . . cc_tors s~ould also be proactive by dcvelo in . s1gru. tcancc of the risks in tenns that are 
etc. Based on th1's unde gt codn_sultmhg with technical experts and other prop" g _an apl propnate understanding of the risks their 

rs an mg t c d' 1 h ,css1ona s e g d't fi . 
their instin1tions and have the r~s i~e~ ~rs s ould provide clear guidance re ard· · ·, au t ors, manc1al experts, valuers 
necessary to comply with d Jons!b_iltty to ensure that senior mana g . tng the level of exposures acceptable to 

a opte polic1es. gement Implements the procedures and controls 

( 
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2.6.3 Senior management is responsible for implementing strategics in a manner that limits risks associated with each strategy. 

Ma_nagem~nt should therefore bt: fully involved in the activities of their institutions and possess sufficient knowledge of all 
maJor bus!~ess lines to ensure that appropriate policies, controls, and risk monitoring systems are in place and that 
accounta_bih~y and lines of authority are clearly delineated. Senior management is also responsible for establishing and 
commumcatmg a strong awareness of and need for effective internal controls and high ethical standards. Meeting these 
res~onsibilities requires senior managers of institutions to demonstrate a thorough understanding of developments in the 
capital markets and a knowledge of the activities their institution conducts, including the nature of the internal controls 
necessary to limit the related risks. 

2.6.4 Adequate Policies and procedures 

The board of directors and senior management should tailor their risk management policies and procedures to the types of 
risks that arise from the activities the institution conducts. Once the risks arc properly identified, the institution's policies 
and procedures should provide detailed guidance for the day-lo-day implementation of broad busint:ss strategies and should 
include limits designed to shield the organization from excessive and imprudent risks. 

2.6.5 Policies and procedures should: 

• Provide for adequate and timely identification, measurement, monitoring, control, and mitigation of the risks posed 
by the CMO's significant activities. 

• risk management systems. 

• Be consistent with the CMO's stated goals and objectives, as well as its overall financial strength. 

• Ckarly delineate accountability and lines of authority across the CMO's various business activities and ensure there 
is a clear separation between business lines and the oversight functions (Risk, compliance, and audit functions). 

• Include escalation procedures to address breaches of prescribed controls/ limits. 

• Provide for the review of new businesses and products by bringing together all relevant risk management. control, and 
business lines to ensure that the CMO can manage and control the activity prior to it being initiated. and 

• Include a schedule and process for reviewing the policies. procedures, and limits and for updating them as appropriate. 
CMOs arc encouraged to develop a system of mapping policies and procedure documents to its significant 
activities to ensure all key aspects of the business are covered. 

2.6.6 Adequate Risk Monitoring and Management Information Systems (MIS) 

Effccli\'c risk monitoring requires CMOs lo identify and measure all material risk exposures. Consequently, risk
monitoring activities must be supported by information systems that provide senior management and the board with 
accurate and timely reports on the financial condition, operating performance, and risk exposure of the institution. 

2.6.7 Th!.! sophistication of risk monitonng and MIS should be consistent with the complexity and diversity of the institution's 
operations. Every CMO should develop a set of management and board reports to support risk-monitoring activities. The 
complexity and detail of these reports should be tailored to the needs of senior management and the Board. 
Typically, these reports will include: 

• Periodic Statements of finnncial position, hulunce sheets and income statements; 

• Statement on investment limits and prohibitions 

• Operational reports on market activity (e.g., trading reports) 

• Compliance reports 

• Other relevant reports. 

2.6.8 To ensure efli:ctivc measurement und monitoring of risk and management infonnation systems, Senior Management must 
ensure tlwt the following standard.~ arc observed: 

(i) the CMO's risk monitoring practices and reports must address all its material risks: 

(ii) the CMO should have a risk register that should be updated periodically; 

(iii) key assumptions. data sources, and procedures used in mensuring and monitoring risk should be appropriate and 
adequately documented und tested for reliubility on un ongoing basis; 

(iv) appropriate periodic stress testing should be conducted and management action plans to mitigate the risks identified 
in the Stress Tests arc put in place. 

(v) The CMO's information and communication processes (including reports and communication channels) should 
be consistent with its activities, structured to monitor exposures and compliance with established 
limits, goals, or objectives and, as appropriate, compare actual versus expected performance and; 

(vi) The Board and Senior Management should have access to accurate and timely inforn1ation to enable them to 
undertake their roles and responsibilities. lnfonnation al a minimum should contain sufficient information for 
decision-makers to identify any adverse trends and to evaluate the level of risk faced by the institution. Information 
to the Board should also include updates to the extent necessary on key decisions/ directives made by the Board 
and/ or Senior Management. Unclosed/ Outstanding actions from Board/ Senior Management meetings should be 
clearly documented to evidence the Board/ senior management's role in addressing the specific risk events identified. 
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I . • of the organization. in general and to its risk t I t mal Contro s d nd functioning . I d" th r. 2.6.9 Adequa e n e . . . 1 to the safe an sou . tem of controls, me u mg e en,orccmeot of 
I tructure ts cnllcn . . . n effecuve sys ' . "b• . . 

A CMO's internal contro s bi" hing and mamtammg a . . e of management s important responst tithes. 
I in particular. Esta is . ation of duties ts on 

man~ge~cn ' f th rity and the appropriate scpar . d reliable financial and regulatory reporting, 
official Imes o au O 

• operat10ns an . . ln I tr 
1 . 1 should promote effective . and institutional poltctes. tema con o s should 

2.6. 10 The system of internal cont: sliancc with relevant laws, re~latwns, re orts directly to the Board. The results of audits 
safeguard asset~ and ensures cod p .1 bly qualified internal auditor who p ent's responses should be documented. Jn 
be tested by an indcpe

nd
eot an_ sui ~ auditor or other person and mar:i~~~mreport negative or sensitive findings directly 

or reviews, conducted by an mtemh, Id ··st that allow the Internal au t o 
addition, communication channels s ou ext 

to the Board. I th following standards should be observed: • 
th CMO' internal contro s, e . d b th 2 6 11 To ensure the adequacy of e s . b type and level of nsks pose Y e nature and 

. . h Id be approprtate to t e 
(i) The system of internal controls s. o~. 

scope of the institution's acttvtties. . 
1 1

. s of authority and responsibility for monitoring 
h uld establish c ear me (ii) The institution's organizational structures o . . . 

r · . procedures and hmtts. 
adherence to po tcics. ' . d f the control areas from the business lines and 

"d ffieient mdepen ence o . d" d" I (iii) Reporting lines should provi c su h . . ftution such as those relating to tra mg, custo ta , and 
appropriate segr.:gation of duties throughout t ems J 

bock-office activities. . 

{iv) Official institutional structures should reflect actual operating practices. . . 
I Id be reliable accurate and timely; wherever apphcable, (v) Financial. operational, and regulatory rc~orts ~ iou ' 

exceptions arc noted and promptly mveSltgated. . . 

(vi) Adequate procedures for ensuring compliance with applicable laws and re~ulat1o~s should be m plac~. . . 

• c 1· • d Internal audit Functions should provide for mdependence and obJec1Jv1ty (vii) The Risk Management. omp 1ance an 
of the oversight function. 

(viii) Internal contmls and information S)Stcms should be reviewed and tested regu~arly. The coverage, procedures, 
findings. and responses to audits and reviews should be documented. Senior Manag~m~nt shout~ ensure 
material weaknesses arc addressed by ensuring actions to address weaknesses are obJechvely verified and 
reviewed. 

(ix) Thc institution ·s committee in charge of risk management or audit or board of directors should review the 
clTccti,·encss of internal audits and other oversight functions on a regular basis. 

SECTION 3: CONDUCT RISK 
3. 1 Definition of Conduct Risk 

3. 1. I Conduct risk i~ the risk that thc conduct of the CMO and/ or iL~ employees will result in poor outcomes for investors and/ 
or other stakeholders. Conduct ri~k may also arise from market abuses/malpractices in Financial Market Infrastructures 
(Exchanges. C'iD~ ctc.). Mark<:! ahuscs include insider dealing. stock price manipulation {e.g .. pump and dump schemes). lo 
market ahu~c. infonnation a.symmdry allo,,s one party to take advantage of another person ·s lack ofknowlcdgc about the 
tran~action the) arc hcing asked to participate in. Good outcomes can be defined as customers getting financial services and 
rroducts that meet their needs. ( 

3. I .2 Under the Act •·market misconduct" includes the following: 

• the use or disclosure of price-sensilivc inforn1utio11 contrary to the Act; 

• engaging in improper trnding practices as provided in Port X.Vlll of the Act; 
• failure to comply with any provision of the Act; and 

• a conviction of an offence under the Act. 
3.1.3 

Treating Customers Fairly (TCF) is an appronch dc~igncd tu ensure that CM . • • · 
produce fair oulwmes for its customers CMO .. 1 Id d 1. . . Os have poltc1es and procedures designed to 

· s s 10 11 c 1vcr the lair outcome · to th · 1 h h h d cl life cycle. from product design and promotion 111 h d . . . s c ircus omcrs I roug out I e pro u 
, roug u vice nnd scrv1cmg t l e I · 1 d I · h di" S f these outcomes cun be summarized as follows: • 1 omp um s W1 c aims an mg. ome o 

(i) Sufficient di~closurcs: provide sufficient and . . 
contracl~ and making investment de.· . . ·n. ~c'.n-m,slcadrng disclosure to investors entering financial 

I. c1s1ons. 'n1s mcludes clc·1r d .. I fth d d" . cl/ or upp 1cahle rules relating to co,it 1 ., · . ' tsc osure o e terms an con 11tons, an 
d • rnc s nnu 1rnd111g relat" h" · I · I · t an venues for redress; 10ns tps me udmg fees, treatment of comp run s 

Suit11bility of financit1I products· d . 
Iii d fi . · pro ucts supplied to inv 1 · · · k pro e an manc1al objectives; · cs ors arc the best considering their ns · 

Services provided by Fit and Pr . 
• opcr persons - mvesto d d 
incompetent persons when obtaining fi . . rs arc not exposed/ attended to by unlicense an 

mane1al services; 

(ii) 

{iii) 
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(iv) Safety of customer assets: prevent mishandling or expropriation of customer funds and assets; 

(v) Avoidan_ce of conflic Is of interest: Avoid, prevent, or manage conflicts of interest: ensure the provision of un
conflictcd advice suitable and appropriate to customers' credit circumstances and financial objectives; 

(vi) A~oidan_ce of improper market practices/ market abuse: such as discourage improper inducements or 
mcenl!ves; 

(vii) Protect confidentiality and data: The data protection Act makes provision for the protection of customers 
:efcrred to as "data subjects" and arc defined as individuals from, or in respect of whom, personal information 
is processed. 

(viii) Operate with adequate resources: in general should ensure that they have sufficient financial and other 
resources to operate a securities business; 

(ix) T~eating customers, counterparties, and the markets fairly: The CMO must not engage in market 
misconduct and market manipulation schemes which harm investors and others; and 

(x) Best execution: CMOs should seek the best outcome for their clients by choosing and executing the best 
available option in a timely and fair fashion. 

3.1.4 The above outcomes are reiterated in the Statement of Principles in Rule 4 of the Securities (Conduct of Business) Rules, 
Statutory Instrument 168 of 1993. 

Rule 4: Principles of best pnietice 

In his conduct of securities business, a licensee shall at all times act according to the principles of best practice and, in particular, 
shall-

(a) 

{b) 

(c) 

(dJ 

(e) 

(/) 

(g) 

(h) 

(1) 

{j) 

(k) 

(/) 

observe high standard of integrity and fair dealing; 

act \\ith due skill, care. and diligence; 

observe high standards of market conduct; 

seek fi-om customers infonnation about their circumstances and investment objectives which might reasonably be 
e"Xpectcd to oc relevant in enabling him to fulfil a licensee's responsibilities to his customer; 

take reasonable steps to give every customer he advises, in a comprehensible and timely way, any information needed to 
enable the: customer to make a balanced and infom1cd investment decision; 

avoid any conflict of interest with his customers and, where such a conflict unavoidably arises, to ensure fair treatment 
to his customer by complete disclosure or by declining to act: furthennore, he should never unfairly place his interests 
above those of his customers; 

protect properly. by way of segregation and identification, those customer assets for which a licensee is properly 
responsible; 

maintain adequate financial resources to meet his securities business commitments and withstand the risk to which his 
business is subject; 

organi7.e and control his internal affairs in a responsible manner; 

keep proper records; 

have adequate arrangement~ to ensure that all staff employed are suitable, adequately trained and properly supervised, 
together ,,,ith well-defined compliance procedures; und 

deal with the Commission in an open and co-opcrntivc manner und keep the Commission informed of anything 
concerning the liccn5':c that might rcusonubly be expected to be disclosed to it. 

3.1.5 The table below provides examples of misconduct um! olfonccs that arise if the CMO does not manage its conduct risk well: 
Type of Conduct Examples of murkct conduc_t ofll:nccs . 
Abuse (Source: Conduct: Prcvcntmn. Detection and Deterrence of Abuses by Financial Institutions) 

Selling • Cold Culling and aggressive practices: 

• Fuilurc lo providt: disclosure 
• Misrepresentations; misleading. incomplete information; 

• Discounting disclosure (verbal lulling orover-ridi.ng of written or require ed verbal disclosure); 
• Sale ofproduels unsui table for a client's credit or risk profile: 

• Improper uccount documentation; 
• Failure to provide, or to timely provide, post-sale/post trade disclosure of prices or trade 

confirmations; 
• Toxic, tlawed or unduly complex products; and 

• Failure to provide "best execution." 
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• Market manipulation; . a custom;r with a proprietary trade; • 
• Trading ahead; front-running . 

• Misallocation; . and dump schemes, spoofing and layering); 
• Manipulation of prices (pump 

• Insider trading; . . d f investment policies; . 
• Unauthorized trading; disregar O 

. d fined by exchange rule or otherwise; 
' 1· al practices as e 

• Disruptive, non-conven ,on 
• Unconscionable fees or mark-ups; 

• Untimely execution; and 
• Untimely confirmation. 

• Conflict of interest; . fi the customer and the seller; 
. al · different valuat10ns or • 1 b" • 

• M1s-v uat1on, or . ti . I/ edit circumstances and/or financia o ~ect1ves of 
• Unsuitable recommendat,on for mancia er 

' ' customer; · • -
• Churning (excessive trading lo generate fees); 

• Unconscionable fees; and 
• lnnppropriatc compensation. . sets)Theft 
Mishandling (e.g .. failure to segregate customer and proprietary as . 

3.2 Conduct Risk Drivers 

3.2.1 In assessing its Conduct Risk exposures, the CMO should consider the following key drivers among others identified by the 

CMO: 

( l l Cl\lO's Target market: e.g., customer mix, degree of customization of product e.g., mass market vs High Net Worth; 

(2) Product design: complex products give risk to higher conduct risk as customers are less likely to appreciate the 
complexity of the product being offered; 

(3) Delivery channel: where sales an: outsourced to third parties such as agents/ distributors/ aggregators, the CMO has 
less supervisory control over the conduct of third parties; Direct access driven by technology also affects Conduct 
risk depending on the circumstances: 

(4) Economic and Market trends: This is a driver for all inherent risks as a downside in the economy emphasizes the risks 
faced by the CMO. 

3 .3 Focus areas for mana~cment of conduct risk 

3.4 

3.3.1 Each CMO is cxpcclcd to establish poltcics and procedures that enable it to manage conduct risk. The conduct of business 
rules highlights the following areas in which tl1c CMO should implement policies and procedures for ensuring: 

( I) Managemenl of conflicts or interest 

(2) free and fai r communi<.:,itions to existing and potential clients. 

(3) Disclosure of fees and charges 

(4) Client agreements 

(5) Ensuring cun/idcntiality or customer information 

(6) Suitability oftinancial products 

(7) Customer statements and other periodic informution 

(8) Supervision of employees 

(9) Treating customers fairly 

( 10) Avoiding market misconduct prncticcs 

3.3 .2 Guidelines for each of these aspects arc dctuilcd from . ·t· 
3 4 sec 1011 . below 

Conflict of Interest · 

3.4.1 Managing conflicts of interest requires a CMO to 'd . 1-1-
d . . b . . ' en ' y nnd document th 11· 

unng its u5mess. Conflicts of interest may arise fron II • r II . · e con icts of interest that are likely to occur 
1 1c ,o owmg: 

( I) Lack of independence by the CMO 

Ruic 5 - Independence 

Where a licensee is advising or acting fo 
not· d h h II r a CUStomer-he shall n t I · 

' ~ . ~ s a ensure that any claim he makes as to his . 0 c rum he is independent or impartial ifhe is 
any hm,tntmn lhat there may be on either. mdependence or impartiality adequately includes 

The CMO having Material Interest in the tr . . 
ansachon duectly or indirectly. 

(2) 
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3.4.2 

Rule 6 · Material Interest 

Where a licensee has a material · t t · · . . • • . . . m cres m a transaction to be entered mto with or for a customer, or relatmnsh1p 
, whi~h gives ns~ to a conflict of interest in relation to such a transaction, the licensee shall not knowingly either 

advise, or deal m the exercise of discretion, in relation to that transaction unless he bas-

{a) fairly disclosed that material interest or relationship, as the case may be, to the customer; or 

{b) ~aken reasonable steps to ensure that neither the material interest nor relationship adversely affects the 
mterests of the customer. 

(3) The CMO and its employees offering or receiving inducements in relation to their work. 
Rule 7 - Inducements 

A lice~s~e must take reasonable steps to ensure that neither he nor any of his employees or agents either offers or gives, or 
sohc1ts or accepts, any inducement that is likely to conflict with any duties owed to customers. 

T~is _means that they must consider the issue of conflict of interests so that any potential effect on decision-making is 
ehmmated; how they do this will depend on the circumstances. 

• In cases of serious conflicts of interest, it may ;~an the firm deciding to remove the conflict by declining to act. 

• Where firms have decided against removal ofthc conflict of interest, they must prevent it from affecting their decision 
in a different way. They should disclose the conflict to the client if it can be managed and follow the policies 
developed to minimize damage to the client and to put the client's interests ahead of their own. 

3.4.3 A firm should adopt and document appropriate policies to minimize any conflicts by identifying the instances where it 
would refuse to act and, where this is not necessary, making arrangements to minimize the risk of any loss to the client. The 
CMO should: 

• Establish a conflict-ot~intcrest policy, and adopt and document procedures, including the erection of information 
barriers. barriers between information technology systems. physical barriers, or even separate office locations, to 
minimize the possibility of information from one client being used for the benefit of another client, its employees, 
or the market intem1cdiary: 

• obtain undertakings from employees that they will not use information gained from the clients for their personal 
benefit. CMOs should institute procedures for obtaining acknowledgement from its employees and contractors 
that they have comp I icd with its conflict-of-interest policy e.g.: Annual lndepcndence declarations by the firm and 
its staff. Declarations in relation to the client being attended, Declarations of interest in particular market transaction; 

• train employees in matters relating to the conflict of interest and the procedures developed to avoid them; 

• not take ad\'antage of infonnation it obtained from providing services to a client for its own benefit or the benefit of 
its employees or for the benefit of another client; 

• take reasonable steps to ensure that neither it nor any of its employees or agents offers or gives, or solicits or accepts, 
any inducement that is likely to contlict with any of the duties owed to clients; 

• Put in place procedures to disclose conflicts of interest including measures taken to manage them; and 

• The CMO should establish proccdun:s for documenting and evidencing their application of the above procedures e.g.: 

( J) Having specific questionnaires where employees cnn document how they have handled potential and actual 
con tlicts ofintercst when on-boarding new clients; 

(2) When rcvic\,ing whether to continue u rclutionship with a client; 

(3) 

(4) 

When undertaking trnnsaclions for or on behulfofa client or others where there might be a conflict of interest; 
and 

The documentation must make provision to document the CMO's escalation procedures with limits defined for 
area~ requiring Board, senior and middle manugcmcnt sign offs for management of conflicts of interest. 

3.5 Free and fair communications 

3_5_ 1 The CMO must ensure thut there ore sufficidc?tdiscl~surcs whden cokmm
1
_ unicattin~ wt

1 
' th existing or potential clients including 

face-to-face meetings. culls. electronic me 10. new issues an mar e mg ma cna . 

Rule 8 . Issue of advertisements 
Where a licensee issues nn advertisement concerning his securities business. he shall take all reasonable steps to ensure 

that• 
(a) the contents and presentation of the mlvcrtiscmcnt ure demonstrably fair and not misleading; and 

(h) the advertisement discloses fairly the risks concerned. 

Rule 9 . Identification of issuer 

Wh I. 1·ssues an odvertiscment concerning securities business, he shall ensure that the advertisement identifies him ere a 1censee ' 
as the advertiser. 
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nications . d ·gned to promote the provision of securities F • d clear commu which 1s esi . . • h . 
Ruic JO - air an . . with another person · th t th communication ,s fmr. compre ens1vc, and 

ak mmumcation bi grounds a e (1) A licensee may m ea co h b J'eves on reasona c 
. I 'fh can show that c e I 

serv1~s on _Y 

I 

e . communication, notification, or infonnation that 
not misleading. re that any agreement, wntt~n . esented fairly and clearly. 

(2) A licensee shall take reasonable steps ~:~:: he provides securities services is pr 
he gives or sends to customers to 

12 I fi mation about the licensee h he provides securities services is given adequate Rule - nor II t stomertow om 'th' h 1· , ii 
bi teps to ensure ia acu 11 .d tity and status WI m t e 1censee s inn of A licensee shall take reasona e s_ . ess address and ie t en 

information about his identity and bus,? 'th whom the customer has contact. 
I t representatives w1 employees and other re evan 

I • investment schemes . 
Rule 13 _ Information about col cctivc . est in a collective investment scheme, a licensee 

Before or when making a personal rcco mmendation to a customer to rnv 

shall give him- h' 1 alee an infonned investment decision; 
wh. h · d quate to enable un ° m (a) information about the scheme ,c ts a e 

(b) appropriate written particulars. . Id 
I 

k y i 
11 

fonnation (through a key fact statement or 
. . . · 1 en! chcnls shou iave e · ·d b Before buying or mvcslmg ma product or ms rum . • . d . 

1
. when they have the opportunity to cons1 er t e 

• t I that 1s provide at a ime d . 
similar document) regarding the mvcs men • b • st Information should be presente tn a manner 

d d · · bout whether to uy or mvc · th k b information and make an infom1e ccision a d . ks f •nvestment and that enables em to ma e etter-
. d d I . r, 1 cs benefits an ris o an 1 . • • th 

that investors can easily un crstan I ic ea ur • ' . th clients to be provided with mformat1on about e 
informed decisions about their investments. The Rules also require e 
service provider. . 

. . ·. f with clients include ensurmg: Some key practical cons1dcratJons when comm um ea mg . . 

• The style of presentation enables the intended clients to understand the material by us~g plam _language; 

• The features of the investment and any associated guarantees and rights of cancellallon or Withdrawal should be 
clearly explained: 

• The charges associated with the product and any costs of investment or commissions payable should be clearly 
disclosed: 

• Communications should not emphasize the potential benefits of an investment without also giving a fair and 
prominent indication of any risks: 

• Communications should not disguise, obscure, or hide important items, statements, or warnings; 

• Information on potential future performance should be based on robust and justifiable performance data and should 
rencct the nature and risks of the specific type of investment; and 

• Distingui~h between fact and opinion in the presentation of investment analysis and recommendations. 

3.5.4 CMOs arc referred to the Securities (Advertisements) Rules, Statutory Instrument 166 of 1993 which provide additional 
guidance on advertising. Appendix I is a template CMOs can use to ensure advertising materials meet the standards. 
Document~ such as :1 Key Facts Statements can also be used for products such as Collective Investment Schemes. 

3.6 Disclo,urcs of fees and chari:es 

3.6.1 Fees and clrnrge~ ~huuld hc_disclosed lo investors at all stages of engagement including: 
• Jn m~rkc:11ng, pronwlmnal materials, key forts statements; 
• Jn cl1_cn1 agrccmcnts, deal n(ltcs, contract notes and ~iakmcnts of account; 
• No ~•d<lcn charges _so that .. what y_ou sec is whut you will get;" 
• Avoid complex basis for compt1lut1011 of foes; 

• Exit and punitive charges should be discourngccl und wher• · , 't hi h . • 
clients. ' c mcvi n c, t cy should be pronunently disclosed to 

Rule 19 - Charges 

(I) A licensee's chnrgcs shull not be unfoir in their incidence 
O 

• • 

circumstances. r unreasonable tn their amount having regard to all relevant 

(2) Before n licensee provides securities services ton cust , -
1 

'h- • . 
charges for the provisions of those services and th o~cr 

1 ~ di! disclose to him the basis or amount of the licensee's 
and attributable to them. · • c na urc 01 nnd amount ofany other remuneration receivable by him 

3.7 Client Agreements 

3.7. l CMOs should formalize their relationship with clients b t • . 
·11 d fi h 1· Yen cnng a written co tra h 

contract wi e me I c crms and Conditions under h' h th . n et w en providing services to clients. The . b 'd d d th . w IC e CMo Will ffc . . • 
services to e provi t: an c rights and obligations ofth Ii . 0 er its services including a description of the 

e 1rm to the chent. 
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3.8 

3.7.2 

Rule 15 - Where writt t ( 1) A r en cus omer agreement required 
icensee shall not provide to a customer any securities services relating to-

(a) the discretionary management of a portfolio; or 

(b) WlY 0ther type of business that is prescribed by the Commission except under a written agreement signed by the 
customer Wld returned to licensee. ' 

(2) Th~ ~om_missio~ and~ licensed securities exchange may from time to time prescribe special procedures relating to the 
P '?hon of discretionary accounts and every licensee must follow such special procedures or shall secure that such 

special procedures are followed. 
Rule 16 - Customer agreements 

(l) Where a lice_nsee provides securities services to a customer on written contractual terms (whether pursuant to rule 15 
or otherwise). the agreement shall set out in adequate detail the basis on which those services are provided. 

(2) Th7 High Court_may, if i( considers it just and equitable to do so, by order set aside or vary an agreeme~t entered into 
1~ contravcnllon ofth1s rnlc, but no such order affects any dealing or transaction entered into or earned out by the 
licensee on behalf of the customer. 

The contents of these Agreement can contain some of the following details: 
Area 

General lnfonnation 

Services 

Charges 

Rights of the 
Client 

Client Assets 

Confl icts of Interest 

Other Items 

• 

• 
• 

Suggested Elements 

Essential infom1ation about the market intermediary, including its name, address, and 
contact information. 

The services to be provided; 
The obligations of the market intennediary; and 

• The obligations of the client, including how instructions are to be given. 

• The fees to be charged or the way the fees will be calculated. 
• Any commissions to be received from third parties in relation to the services provided 

to the client. 

The right to: 
• Receive title for any securities purchased; 
• Receive payment for securities sold within a specified period; 

• Receive a statement of all fees and charges; 
• Information on the remuneration received by the market intermediary from third 

parties; 
• Ask for information on the experience, qualifications, and disciplinary history of the 

market intcnncdiary; 
• Receive interest on funds held by the market intennediary on the client's behalf; 
• See the market intennediary's conflict of interest policy; and 
• Complain and lo have that complaint dealt with fairly and promptly. 
• The arrangements made for securing the title to, and for the custody of securities 

including the use of nominee accounts and a custodian. where appropriate. 

• Any connicts of interest relating to the market intermediary and its dealings with the 
client: and 

• Any connections with third parties that could affect the services being provided, 
including a requirement that the market intermediary deals through certain third 
parties or recommends certain investment products. 

• Any other terms and conditions of the 11grecmc11t, including the notice to be given in 
respect of any changes to it or its termination; and 

• The fact that the SEC regulates the market intem1ediary. 

3_ 7_3 CMOs should not seek to limit their liability to the <ll!trimcnt of their clients. This is prohibited under Rule 17 of the conduct 
of Business Rules. 

Rule I 7 - Customers' rights 
(I) licensee shall not, in any written communication or agreement, seek to exclude or restrict-

(a) any duty or liability to u customer which he hus under the Act, or any subsidi.iry legislation made thereunder; 

(b) any other duty to act with skill, care and diligence that is owed to a customer in connection with the 

provision to him of securities sl.!rviccs; 
(c) any I iability owcJ to a customl.!r fo~ f~ilurc _lo cxc~~isc the ~egree of skill, care and diligence that may reasonably 

be expected of him in the prov1s1on ul sccunlics services. 

(2) A purported exclusion or restriction prohibited by this rule shall be void and ofno effect. 

Client Confidentiality 

3
_
8

_ 1 CMOs should adopt and document policies and procedures to preserve the integrity clients and third parties confidential 

and secure. . 
Ruic 33 _ Customer confidentiality . , . 

( 
1
) Subject 10 subrule (2), all information in the possession ofa hcensee relating to a customer shall be kept confidential by the 

licensee. 
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perly required to do so by the Comn11ss1on, a clearing 230 l merwhen pro · hh · b ·rh · . . relating to a cus O 'ti s exchange ofwtuc e JS a mem er, ori e 1s ordered di lose inlom1at.ton f I' censed secun e 
(2) A licensee m: s~et supervision dep~e~t o a l ther due process of Jaw. 

house, or em f . petent jurisd1ctJon or o 
to do so by a court o corn 

d s adopted could include: . . . th . contract of employment orin periodic declarations· 
3.8.2 The policies and proce ure ak to maintain confidentJahty, m eJr I . I d h s· I , 

. th I mployees under! e d 1. 1 in formation - og1ca an p Y 1ca access controls to • a requirement a e cess to con fi en Ja 

3.9 

. I ees who may have ac . d· 
• how to detennme the emp oy h Id be estabhshe , 

d premises access levels 5 ou . by employees through the use of secure document systems an ' fidcntial infonnatJon 
• procedures that effectively restrict access to con J . 

management· . h ket intermediary's information technology system· ' 1· withm t e mar . ' t' rotected informa ion, . d 
• storage systems and encryp ton P . rd or transaction recordmg system; an 

. it of any electronic reco 
• systems designed to safeguard the mtegr Y . . eserved for non-standard contracts/ agreements. 

. 1 with detailed reviews r 
• Independent legal review of standard contrac s, 

Suitability of financial products . . d' .
1 

ervices including how investment decisions are made 
The CMO should develop a structured methodology for provJ mg J s s 3.9.1 

and communicated to clients. . . . 
1 

• 
3.9.2 At the core of the suitability of financial products are the following pnnc1p es. 

• principles of prioritizing the client's best interest; 

• Managing connicts of interest; 

• Maintaining independence; and 

• Ensuring Clients understand the product being offered. 

Ruic 11 - Customer's understanding of risk 

A licensee shall not-

(a) recommend a transaction to a customer. or effect a discretionary transaction with or for him, unless he has taken all 
rea-;onable steps to enable the customer to understand the risks involved; 

(b) mislead a customer as to any advantages or disadvantages of a contemplated transaction; or 

(c) promise a return unless such return is contractually guaranteed. 

Ruic 18 - Suitability 

A licensee shall takt.: all reasonable steps to ensure that he docs not give securities ad"ice to, nor effect a discretionary transaction 
v.ith or for. a customer unless that advice or !rdl1saction is suitable for him having regard to the facts disclosed by that customer 
and othcr rck-vant facts ahout the customer of which the licensee is or ought reasonably to be aware. 

3.9.3 A typical investment advisory process is as follows: 

(I) Dctcnnine client 's needs, objectives. and Risk Proli le; 

(2) Anal)"LC client's financial position; 

(3) Formulate a strategy to meet client objectives; 

(4) Produce recommendations and implement; and 

(5) Revisit investment objt:clivcs and stratc!(y. 

I 
I 

./ ,, 
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3.9.4 Know Your Customer ("KYC") 

CMOs should obtain suffi · • Ii . . . . 

Zambia Gazette 

discretionary inv t crcnt m 0;mat,on about its customers to enable it give suitable advice. If a CMO 1s actmg as a 
suitable investrnc~~s~~ntthrnamiger for a customer should ensure that it has sufficient information to enable it to select 

or e customer's portfolio 
3.9.S Todothis,CMOsmust .d . • . 

of gathering infonn r avt 01e sr~c h1:l all approach as investors have varying objectives and expectations. The purpose 
The types of info a t•?n ahout t IC client is so that financial plans can be devised, and appropriate recommendations made. 

l ,r, . nna ton t at should be gathered include· 
'!JOrmatwn to be · 

co_llectedfrom/ about the Why Needed 
cl1e111 

Personal Details· Name· 
Address: age: he~lth; f~ily 
and dependcnts 

Health Status 

Details of Family and 
Dependents 

Detai Is of Occupation, 
Earnings, and other 
Sources oflncomc 

Present and Anticipated 
Outgoings 

Assets and Liabilities 

t\n) Pension/ Insurance 
arrangements 
Potential Inheritances and 
any Estate Planning 
t\rr:mgcments, such as a 
Will 
Investment objectives 
Tax status 

Investment preferences 
taking into account ethical, 
religious. and etc. 
Risk tolerance 

• Details of the client's name and address will need to be verified to comply with anti-money 
laundering requirements. 

• Tht client's ~tage of life they have reached may have implications for any asset allocation 
stratc11-y, It will also give an indication of their potential viewpoint on long- term investments. 

• The .c!1ent's health may innuence the investment strategy and allocations to cash, bonds, and 
equ1t1cs. 

• If they arc in good health, it may indicate a need to generate a growing level of income form~y 
rears. I f they arc in poor health, it may drive an investment strategy to produce a more immediate 
mcome. 

• A client's hcalU1 may also innu.:nce their attitude to risk. 
• This mny equally impact the client's investment objectives and attitude to risk. 
• It may also indicate a need to fund immediate or future spending on areas such as schooling or 

weddings. 
• Existing income will impact the level of income that needs to be generated from a portfolio and the 

level of risk that the client is able to tolerate. 
• The cl i.:nt 's occupation or business will give a good indication of their experience in business 

matters which may be relevant when judging the suitability of a particular type of investment that 
carries greater risk and where the firm is required to assess the client's experience before 
recommending it. 

• This wi ll be needed in conjunction with their income, where it is necessary to look at budgeting, 
planning to meet certain liabilities or generating a specific income return. 

• liquidity and lime horizons - immediate needs; known future liabilities; need for an emergency 
reserve 

• Full details of the client's assets and liabilities are clearly needed. 
• In addition. details will be needed of where assets are held, their tax treatment, acquisition costs 

and dl!lails of any early cncashment penalties. 
• The pension arrangements the client has made will need to be closely linked to the investment 

strategy that is adopted both for retirement and other financial objectives. 
• This will be relevant if the amounts due to be inherited might innuence the investment strategy 

adopted. 
• The adviser should also check whether the client has left any specific gifts of shares in their will 

and. if so. whether this would pn:vent any sale of such a holding. 
• growth: protecting real value of capital; generating income; protecting against future events 
• income; eopital gains; inheritance taxes; available allowances - investments should be tax 

efficient 
• This enable CMO determine the best portfolio mix 

• Risk averse vs H11l11nced vs Risk taker 

3.9.6 Investment Ohjcctivts 11nd Strntcgy 

3.9.7 

Having collt:ckd all the co_r~ i~formntio~ nccd_c_d_ ~b~u.t the el!enl, the adviser can then turn to agreeing their investment 
ohjeclivcs and risk profile. fyp1cal linanc1ol obJectrvcs mclutle. 

• maximizing future growth 
• protecting the real value of capital 

• generating an essential level of income 

• protecting agai nsl future events. 
• /\ combination of two or more oftlu: ubove 

1 I' t ,5 investment objectives have been agreed, the adviser needs to look at developing an investment strategy 
Once 1 ,be c rend to ·tehicve these objectives. In developing an investment strategy, the adviser will 11ecd to take account of 

that cun c use • . . . 
the following factors/ cons1dcrullons. 

• Risk profile 
• Liquidity requin:rnents 

• Time horizons 

• Tax status 
• Investment preferences. 
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Investment strategy factor/ 
considerations 

Explanation/ rationale 

. · f ttitudes and risk capacity - that is the client's 
, · d of a comb mall on ° a · · t Th II 

Risk Profile A client's risk profile 1s ma e up . . fi making a particular mvestmen . ese a ow 
ability to absorb any financial losses that m~gh~ ~~:: c:~c agreed with the client and this is examined 
a risk cla~sification or profile to be deteroune 

further in the next section. . th · ill also have a clear impact on 

Liquidity Requirements 
d r t' liquidity requirements as is w 

It is also essential to understan a c ten . s 1 . idity refers to the amount of funds a client 
the selection and construction of any invcs~ents. 

1
[~cting an investment portfolio, it is essential 

might need both in the short an~ long term. . tn ~~n~ the client can access without having to disturb 
that an emer~ency cash reserve is put to one si / ~~li:~es that may arise in future years, consideration 
longer-term mvestments. If there arc known 13

_ • 

should also be given as to how funds will be realtzcd at that t.tme. . .. 
. . . . ther it is sensible to plan to realize profits from eqmttes ~s 

Cons1derat1on needs to be given as 10 w~e 
1 1 b established unnecessarily. Instead, conservative 

market conditions may be such as to req~ire osscs ~ ~ d th t arc due to mature near the time needed 
standards suggest investing an appr?prt~~e am?unt m on s a 
so that there is certainty of the ava1lab1hty of funds . 

· d th J r their timescale the greater will be the choice 
The lower th.: client's liquidity r~qm~c'.11cnts an e _on~e Th. eed for high liquidity allied to a short 
of assets available to meet the cltcnt s mvcstmcnt obJect1ve. en d h rt d t d b d 
timcscalc demands that the client should invest in lower-risk assets_su~h as cash an s fi or - a e b on s, 
which offer a potentially lower return than equities; if the opposite ts true, the port o to can e more 
proportionately weighted towards equities. 
" 'h th · · ts ·11 ·1s 1·mportant however that the client maintains sufficient liquidity to ., atcver e1r requ1rcmcn , , , 
meet both Jmo·wn commitments and contingencies. 

Time Horizons Time horizon refers to the period over which a client can consider investing their funds. De_finition_s of 
time horizons vary. but short term is usually considered to be from one to four years,_ while medmm 
term refers to a period from live to ten years and long term is considered to be for a penod of ten years 
or more. 

Tax Status 

Time horizon is very relevant when selecting the types of investment that may be suitable for a client. 
It is gcncrnlly stated that an investor should only invest in equities if they can do so for a 
minimum period of five years. This is to make the point that growth from equities comes about from 
long-term investment and the need to have the time perspective that can allow an investor to ride out 
periods of market volatility, 

Establishing the client's tax position is essential so that their investments can be organized in such a 
way that the returns attract the least tax possible. 

This requires the firm to be aware of what taxes may atlect the investor, such as taxes on any income 
arising or on any capital gains. how these arc calculated and what allowances may be available. An 
adviser will also need to establish the client's residence and domicile status as these may impact how 
any investments arc structured. 

Investment Preferences Some investors preli:r to either exclude certain areas of the investment spectrum from their portfolios 
or conce~tratc ~olcly on _a !m~icular inv.:stment theme, such as socially responsible investment or the 
construction ol the portlolto 111 accordance with Islamic principles. 

3.9.8 Risk Profile 

3.9.9 

3.9.JO 

Fhirmhs ~u~t cnsu~c that anhy rcco
1
mn~cndations lh:y make arc both suitable and appropriate. To do so, a finn should ensure 

t at t c m,ormallon 11 gal crs u so 111clu<lcs details ubout: 
• a client's knowledge und experience in rclution to the investment or service that \\~II b ·d d r-. d · and e cons1 ere ,or recommen ation; 

• the level of investment risk that the cl icnt can bear financially nnd wheUicr th lt •• . · · • • 
objectives. · i 1s consistent with their mvestment 

Investment always involves a trude-off hclwc.:n risk and return. 1-lowev d"ff, ., 
different levels ol'invcslmcnt risk and investment risk mcmis dillercnt th:\ \ c~~gt peo~le are prepar:d !o to~erat~ 
arise because of individual dirlcrenccs in circumstances experiences Jngs 0h 

1
1 ~rent mvestors. Vanaltons m attitude 

. , . _ . ' · , an psyc o og1cal make-up. 
A cltent s nsk profile 1s made up of Uirce components: 

• Risk tolerance - this is U1e client's willingness to ucccpt a certain I· I f . . 
without feeling 1111 immediate need to sell; eve O lluctuatton m the value of their investments 

• Attitude to risk - this represents their opinion on the risks • · d • . 
knowledge and experience; and assocmtc Wtlh making an investment based on their prior 

• Risk capacity - this is U1e client's ability to absorb any fin ·a1 1 investment. anci osses that might arise from making a particular 

3.9.11 Risk Attitudes 

Risk attitudes help to identify the degree of uncertainty th t · 
I fU . f, 1· TI . . a an mvestor can hand) 'th va ue O 1c1r port o 10. 1csc attitudes may be influenced b b h b' . e WI regard to a negative change in the 

y ot o ~ect1ve and subjective factors. 

( 
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3
·
9

· 1
2 

Tthaken
1
_ togelher, these three elements should allow a risk classification or profile to be determined that can be agreed with 

e c 1ent. 

3
· 
9

· 1
3 

-:11e ri~k as_sessm~nt process USl}ally starts with investigation of attitudes; consideration of risk capacity usually follows 
ater Smee it reqwres knowledge of the client's objectives and the investments that are being considered. 

Objective Factors 
• The timescale over which a client may be able to invest will determine both what products are 

suitable and what risk can be adopted; 

• Family commitments are likely to have a significant impact on a client's risk profile as they will 
want to meet their obligations, which may make higher~risk investments less suitable; 

• Wealth will clearly be an important influence on the risk that can be assumed. A client with few 
assets can little afford to lose them, while ones whose immediate financial priorities are covered 
may be able to accept greater risk; 

• Stage oflife is equally important as it will impact the level ofrisk that can be adopted and the time 
horizon over which the client invests; 

• The age of the client will often be used in conjunction with the above; and 

• factors to determine acceptable levels of risk. 

Subjective Factors • Investors who are more knowledgeable about financial matters are more willing to accept investment 
risk; 

3.9.13.1 

3.9.13.2 

3.9. 14 
3.9. 14. 1 

3.9. 14.2 

• Some indiv iduals have a psychological make-up that enables them to take risks more freely than 
others and sec such risks as an opportunity; 

• A client's preferred investment choice such as a client's normal preferences for the relative safety 
of a bank account versus the potential risk of stocks and shares; 

• A client's approach to bad decisions. Some clients can take the view that they assessed the 
opportunity fully and there fore any loss is just a cost of investing. Others regret their wrong 
decisions and therefore avoid similar scenarios in the future. 

Establishing objective factors is clearly a preferable and more accurate way to help define a client's risk tolerance, but 
subjectiH: factors clearly have a part to play. Subjective factors allow an adviser to try and establish a client' s attitude 
to taking risks. 

A client ·s attitudes and experiences must also play a large part in the decision-making process. A client may well be 
financially able to invest in higher-risk products and these may well suit their needs, but if they are by nature cautious, 
they may well find the uncertainties of holding volatile investments unsettling, and both the firm and the client may have 
to accept that lower-risk investments and returns must be selected. 

Risk Capacity 
Risk capacity is the client's ability to absorb any losses that may arise from making a particular investment. 

Risk tolerance and risk perception arc partly subjective, but risk capacity is a matter of fact. While subjective factors 
largely determine risk perception and attitude, the key question in assessing risk capacity is more what would be the 
consequences for the client if losses were incurred. 

3.9. l 4.3 In some cases, risk capacity will play the most importunt role in dctcnnining the client's overall risk profile. The client's 
capacity for risk wi ll also he affected by the level of inves tment being considered. If the amount at risk represents a 
significant portion of the overall portfolio, risk capacity may be diminished. Risk capacity will be greater when the 
amolmt at risk is a smull fraction of available capital. 

3.9.15 

3.9.15.1 

3.9.15.2 

Suitability 

Once having gathered sufficient infonnation about the customer, the steps expected ofa firm to ensure its recommendations 
arc suitable and appropriate for Ilic client will vary depending upon the needs and priorities of the customer, the types 
of investment or service being offored and the natun: of the relationship between the firm and the customer. 

r n general terms, the process that is involved can be broken down into u series of steps that include: 

• agreeing the client's investment objectives; 

• inves tigating and agreeing the client's attitudes to risk and risk capacity; 

• ana.lyzing the client's financial situation un_d synthesizing this information to create understandable summaries ofthe 

client's financial position, asset allocahon and cash flow; 

• from this analysis, identifying the key areas that need action recognizing that many clients have multiple objectives 

and mav have different risk attitudes for each;. and 

d 
. , the best investments solutions, or combinations of both that meet the client's needs and are suitable for 

• etem1m111g ' 
their purposes. 
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3.9.15.3 · · · · bi ·1 · ary to look at the features of the recommended When considering whether a particular mvcstment 1s su1ta e, 1 1s necess 
investment including: 

• its tcm1s and conditions; 

• its flexibility; 

• the inherent risks including asset allocation and structural risks such as counterparty risk; 

• the tem1 or duration of the investment; 

• the expected return; and 

• the charges applied by the product provider. 

3.9.15.4 This involves going beyond u product's description to analyze its underlying components and characteristics. 

3.9.15.5 When a firm proposes to offer investment advisory services or discretionary portfolio m~agement, it sh~uld first 
assess whether such services urc suitable for the client. If the firm intends to ofTer other investment services, e.g., 
trading futures and options or more exotic investments. then it should go furthe~ and ensure that they are not just 
suitable but also appropriate for the client's financial position and their attitude to nsk. 

3.9. 15.6 In assessing whether the investment services arc suitable for the client, the firm should gather information on: 

• the client's knowledge and experience; 

• the types of services and transactions with which the client is familiar; 

• the nature, volume, frequency, and time that the client has been involved in such services and transactions; and 

• the client's level of education. profession, or relevant former profession. 

3.9.15.7 The general principle behind this is that the firm must take reasonable steps to ensure it makes no recommendation to 
a customer unless it is suitable for that customer and that the client unders tand the risks involved. Suitability will have 
regard to thc facts disclosed by the customer and other facts that the firm shou Id reasonably be aware of. 

3.9. 15.8 lfthe firm determines after assessment that the service or product is not appropriate for the client, then it should issue 
a risk warning to the client. If the client still wishes to proceed despite the warning. then it is up to the firm to decide 
whether it '"ill do so. 

3.9. 15.9 If the firm is acting as investment manager for a client, there is an ongoing requirement that it must ensure that the 
portfolio remains suitable. Equally. ifa customer has agreed to the firm pooling bis or her funds with others, the firm 
must take reasonable:. 

3.9.16 

3.9. 16.1 

3.9. 16.2 

3.9. 16.3 

3.9.16.4 

3.9.17 

Providing Recommendations: Suitability Reports 

Ha\'ing a~scsso:d what services and products arc suitable and appropriate, the firm should provide the client with a 
rcpon w~1ch should set OUL among other things, why the finn has concluded that a recommended transaction is suitable 
for tht: client. 

A key reg~lat~ry p~n_ciplc is t_hat a market intermediary is required to give sufficient information to the client toe 
that the client s dec1s1ons arc infonnec.l . This requircs a market intcnncdi:1r-v to prov,·de II 

I 
t' th 

1
. nsu~e 

· · d · . •-J a exp ana ions to e c 1ent m 
~Tiling an rct;un a copy of the explanation in the client's file if the c.-.planation was given to the r 

I 
II Th k 

intermediary should also document any opinion that an explanation is not re uircd due to . c !en ?~ y. e mar et 
A copy of 1hi~ information should be retained for record purposes. q a chent s eXJstmg knowledge. 

Clear documentation directed at the client personally such as a ' reason wh • letter • • • 
means of dcmon~trnting that the recommcndution was suituhle r th , Y , ~r a ~~1tab1lity report can be a useful 

or c consumer. Su1tab11Jty reports serve two purposes· 
• meet regulatory standards that rc4uirc the CMO communications t > be r. · 

1 
. . · 

Th · 1 air. c ear, and not m1sleadmg· 
• cy also need to he undcrstunduhlc lo the client and pr · ., I ' 

d I . . . ov1ue u c enr summary of their b . t · d . . . 
an re cvant cX1.~t111g invcstmenL~. demonstrating ho, th, . d . . · o ~ec 1ves, nee s, pnonhes 

. . v e ,1 v1ser hos taken account of these 
Firms should cons ider whether their suitnbility report: · 

• is tailored to the client and uses clcur und plain languuge. 

• explains the reasons for nil rccommcndutions and h . 
11 1 . . ll\\ icy re ate to the client's b., ti 

• provides II balanced view and highlights the risks . . 0 ~cc ves. 
. ossoc1otcd w1U1 the rccomme d r 

• explains the costs, charges and potential pcnultics nttach ·d t th ". a ions. 
• 'd ' fi e o e recomrncndatJons 

1 enll 1es why the selected investments ur •. ' t bi · 
. e sm a e to meet the client's d 

• Makcd provision for an acknowledgement Ii th 
1
• nee sand objectives. 

rom c c ient that they have und . . . 
Contents of II suitability report erstood the su1tab1hty report. 

The contents of the suitability ro.:port should b •d 
. • I • c use as a means r, h 

pnnc1p cs tor conduct risk management and has comm . or t c CMO to demonstrate th t ' t 
I 

J'ed th 
that they hav: understood and acce led th . unicated to the clients and ob . . a I ias app I e 
following: p e investment proposal made to the ~m~~ affinnation of their clients 

m. A suitability report should contain the 
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(I) introduction or executive summary 

(2) Details of the licensed Dealer/ Investment Adviser/ CMO 
- the name 

- contact details 

- License details, including license number 

(3) Details of licensed representative acting on behalf of the CMO 
- the name 

- contact details 

- License details, including license number 

- a statement that the representative has been authorized to act on behalf of the CMO 
(4) Details of the advice provided 

- a statement setting out the advice 
Investment vehicle 

- Investment strategy 

Charge analysis (Current vs proposed) Asset classes 

- Alternative's solutions and reasons why not recommended 
- Portfolio Mix where relevant 

(5) Basis on which advise provided: 

- Summary of current situation (summarizes Jnforma from KYC) 
- Investment preferences 

- Investment Knowledge 
- Risk profile- Current investment profile 

- Review of existing investments and discussion of proposed changes 
infom1ation about the basis on which the advice is or was given 

(6) Fees and charges, other benefits to service provider: 

- information about the remuneration, commission and other benefits accruing to service provide (and the 
other related or associated persons) 

Includes future revenues from "tailing fees" 

Includes referral fees payable to the entity for recommending the products 
details of any interests, associations or relationships that might reasonably be expected to be, or to have 

been capable of, influencing the providing entity in providing the advice. 

(7) Risk warnings 
Risks pertaining to recommended product 
Risk arising if advice is based on incomplete or inaccurate information- Risks arising from switching advice

Details of when to contact the adviser for a change in circumstances which may result in a change in the 
suitability assessment 

(8) Client acknowledgement that they have read and understood the contents of the Suitability report 

Appendices & attachments thut provide more information e.g., reviews and other analysis 

3. 9. 17. I Suitability reviews should be undcrhtken at least once a year. However, the frequency of this assessment shall be 
increased depending on the charach:ristics ofthc customer, such us the risk tolerance, and the nature of the recommended 

insurance-based investment product. 

3.1 o Communicating to clients about their investments 

3.10.1 As noted above communication witl1 clients is a key component of the investment advisory process. Once clients have 
made the investment decision, CMOs continue to communic11te to the client concerning their investments. This should 

include ensuring the following: 

(I) 
Delivery of Contract Notes for all trnnsuctions effected for nnd on behalfofthe client. See Section 85 of the Securities 

Act which prescribes the following contents: 

Section 85 (Z) of the Securities ActA contract note shall include--

I I under which the dealer carries on business and the address of the principal place at which it carries on 
(a) the name ors Y e 

the business; 

th d ler is acting ns principal, a statement that it is so acting; 
(b) where e ea · . . . 

fth 
on if any to whom the dealer 1s required to give the contract note; 

(c) the name o . e pers , ' 
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(d) the date of the contract and the date on which the contract note is made out; 

(e) the quantity and description of the securities which are the subject of the contract; 

(/) except in the case ofa securities exchange, the price per unit of the securities; 
(g) the amount of consideration payable under the contract or, in the case of a transfer of an intereSt in securities, sufficient 

particulars of the securities transferred; 

(I,) the rate or amount if any, payable in respect of the contract; 

(i) the date of settlement; and 
0) such other infonnation as may be prescribed by regulations made in accord~~ce with thi~ Act, to ensure a complete audit 

trail for the execution of customer instructions and settlement of securities transactions. 

(2) Provision/ Delivery of statements showing the clients investments as at a report date. ~tatc~ents shoul~ ~lso be avail?ble on 
demand and should be free of charge. The format of the customer statements is prescribed m the Securities (Accounting and 
Financial Requirements) Rules. 

Ruic 20 • Confirmation and periodic information 

(I) Where a licensee eITccts a sale or purchase of securities with or for a customer, he shall ensure that the customer 
is sent with due dispatch a contract note containing the essential details of the transaction in accordance with 
section forty-one of the Act. 

(2) Where a licensee acts as an investment manager for a customer, he shall ensure that the customer is sent at 
suitable intervals a report staling the value of the portfolio or account at the beginning and end of the period 
its composition at the end and, in the case of a discretionary portfolio or account, changes ia its compositio~ 
between those dates. 

(3) W~cre a_ licensee acts as an investment manager for a customer, he shall ensure that the customer is sent at 
~111tahlc mt_e!"'uls a report stating the value of the portfolio or account at the beginning and end of the period, 
its compos1llon at the end and, in the case of a discretionary portfolio or account, changes in its composition 
between those dates. 

CMOs should consider providing a statement of holdings at least once every month. 

(3) Ensuring customer orders arc prioritized over the CMOs own orders 

Rule 21 - Customer order priority 

A licensee shall deal "ith customer and own account orders fairly and in due tum. 

(4) Ensuring timely execution of customer orders, redemptions, and other client transactions 
Rule 22 - Timely execution 

When a liccnsc:c has agreed or decided in his discretion to effect or arran 
the execution of the order as suun as is reasonablv practic bi . th ge_a customer order, he shall affect or arrange 

Time! . • t' I 1• • • a c m c circumstances 
~ cxecu 10n a so app 1cs to other products such as Collective Inv · • 

. that bu) ing and selling ofCIS units will be executed t.imcly. estment Schemes where there IS an expectation 

Ensure hest execution of clic.:n t orders 15) 

Rule 23 - Best execution Where a licensee deals with O fi 
h _ 1 . · r or a customer he shall take II . bi . on t c tcnns w 11ch arc the best available lo the t • a reasona e steps to find and deal 

Ensur . p I II • 1. cus omer. . ~ romp a ucat1on o transactions (6) 

Ruic 24 - Timely 11lluc11liun 

A licensee shall ensure that a transaction he executes is pro tl all 
. . · mp Y ocnted. 

(7) Ensure fair allocation of customt:r orders 

Rule 25 - Timely allocation 

Where a licensee ha.~ aggr• c••alcd un ord•·r f'or a ' ll 'l "' ~ • c s omertn:msnct· · I 
an order for another customer lransnctiun, then in lhc subsc:1~r~~t111an o~dcr for an own account transaction, or with 

~ ) h •h II t · ,. , n ocation-
10 c s u no give un mr preference to hims If 

e or lo any of those f h 
(b) if all orders cannot be sutislicd he shall . . . • or w om he dealt; and 

( . · give Prtonty to sntisfyin d 
8) Ensure Investors assets/ investments arc snlcguardcd g or ers for customer transactions. 

Ruic 29 • S11fef,!u11rtling of customer investment 

A licensee who hns custody of u customer 's secu ·r . . 
n ies m connection with . . 

(a) keep safe, or urrange for the safekeeping of n d or With a view to securities business shall-
tht:m; and ' ny ocuments of title or d . 

' ocuments evidencing title relating to 
(b) ensure thal any securities that he bu h . ' 

consent of the customer, in the nani~s 
0
'7 oltls for ~ customer are pro crl . . . . 

Rule 29 (h) above requires the CMO t . . an appropriate nominee. p Y rcgistercd m hts name or, with the 
I' Th . o ensure that it does not . . 

c ie~ts. e accounting and financial requirements c~mmgle its clients' assets . 
for 1fkept in an omnibus account rules provide further guidan Wl

th those of the CMO and/ or other 
· ce on how client money should be accounted 

I 

\ . 
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3.11 Prevention of market Malpractices 
3.11.1 The Securities Act and th c d • 

sh Id tl ft . e on uct ofBusmess Rules prescribe certain market practices as illegal Sec full list below). CMOs 
M 0 ~ l~re ore put Ill place policies and procedures to ensure that the fi rm and its staIT do not engage in any malpractices. 

a l~racttces therefore pose both a conduct risk as well as a legal and regulatory risk as a breach of the above provisions 
cofull nCoMt only result in unfair outcomes for clients but represents undesired conduct which results in revocation/ cancellation 
O 1c O's license. 

3. I l .l The following are some of the malpractices specified in the Act and the rules: 

(I) Short selling: Under Section 87 ofthc Act is prohibited. 

3.11.3 

"A person who short-sells securities at or through a securities exchange, commits an offence, unless at the time of the 
sale-

(a) ~e person or the person's principal has a presently exercisable and unconditional right to vest the securities 
m the purchaser or the securities; 

(b) the person or that person's principal has deposited, in the manner prescribed, one hundred percent collateral 
against the short sale. marked to market at the close of every trading day unti I the transaction is complete; 

(c) the person or that person ·s principal owns another security convertible into the securities sold or an option or 
right to acquire the securit ies sold and, within ten days after the sale, exercises the conversion privilege, option 
or right and delivers the security, so acquired, to the purchaser or transfers the convertible security, option or 
right to the purchaser of the security: or 

(d} the person has entered into a fully secured and unconditional borrowing agreement or arrangement pursuant to 
which that person shall be able to deliver the securities for settlement in accordance with the rules of the 
relevant securities exchange. 

The example below illustrate how short selling can harm investors especially if an clement of market manipulation 
through release of false information designed to solicit a market response that favors the short sellers' position. 

GameStop 

Short sellers betting against mall retailer GameStop have lost $5.05 billion mark-to-market in 2021, according to a note 
published yesterday by S3 Partners when the stock was 16% higher in intraday trading. lyp Up over 600% since the 
start of the year on a surge of retail investor interest and resulting short squeezes. GameStop closed up 93% 
yesterday and is set to continue its mind-bending nm higher today. 

One of the biggest GameStop short seller "victims'' is Melvin Capital, a hedge fund that started the year with $12.5 
billion in AUM and lost almost 30% through Friday last week, according to The Wall Street Joumal.2yp It announced 
an emergency infusion ofS2.75 bill ion from fe llow hedge funds Citadel and Point72 on Jan. 25 and told CNBC today 
that it closed out its short position in GameStop on Tuesday afternoon. 

Shares in other Melvin shorts like Germon drugmakcr Evotcc, German battery maker Varta, and Polish video game firm 
CD Project arc also rising this week. Traders Reuters spoke with said this was "likely linked to Melvin Capital 
closing out its shorts fo llowing losses on GameStop and other investments." Meanwhile, Citron Researchjust 
revealed it covered most of its GameStop short position "in the $90s at a loss 100%." 

Source: hups :llwww. in vestopedia. comlshort-sellers-lose-usd5-05-billion-in-bet-against-gamestop-5097 616 

(2) Front running (Ruic 26 of the Conduct of Business Rules) 
Where a licensee intends to publish to custo1m.:rs a price-sensitive recommendation or research or analysis, he shall not 

knowingly affect 11n own account transuction in the investment concerned or in any related investment until the 
customers for whom the publication was principally intended have had, or are likely to have had, a reasonable 
opportunity to react to it. 

(3) Churning (Ruic 27 of the Conduct of Business Rules) 
A licensee shall not-

(a) deal or arrange u dcul in the exercise or discretion for any customer; or 

(b) advise a customer tu deul. 

(c) if the dealing could in the circumstances reasonably be regarded as too frequent or too large. 

(4) Insider dealing (Ruic 28 of the Conduct ot'Business Rules) 

A licensee shall not knowingly profit or seek to prfolit, eifth17r fomr his own ac
1
count, the account of a ~ustomer orany third 

t from inside in fornia tion in the hunds o any o us o 1cers, emp oyces, or agents, or assist anyone with such 
par y. · h' If information to muke a prolit for 11nse . 
"fi t I· the CMOs can deploy to mitig.ntc against market malpractices include the following: 

Spee• ,c(lco) 
11

,ro st·tuting Clients complaints procedures (Ruic 3_ 0) and Guidance Note No. I of 2017, Minimwn complaints 
ns I 1· . Z b" handling procedures for Capital ni:~kcts 1cen_sces 111 8111 1a. . 

(2) Instituting anonymous hotlines/ wh1stk blowmg procedures for both clients an~ staff 
(3) Ensuring adequate supervision of Stalf_(Refcr to Rule 32 of the Conduct ofBusmess Rules 
(4) Ensuring they institute adequate comphancedmeaki~ures (~ule 31) t . . I m 
(S) Inclusion of breaches of these offences an t ng en,orcemcn actions agamst emp oyees and o 1cers 

involved in the breaches. 
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SECTION 4: OPERATIONAL RISK 

. . 0 erational Risk . ate or failed internal processes, people, and 
4.1 Definition of P . !ems and/or Joss due to ma~equ . 1 insignificant failures that once not 

4. 1.1 Operational risk arises from potentml ~'.ob I risk sometimes manifes~ m_lisecm;?s~ to the CMO and its clients. 
systems, or from external events. Opera i_ona . d ossibility ofs1gn1 tcan o .. 

dd d It an environment in there 1s an increase P . . d in tine with the above definition: 
a resse resu . tl t uld ansc categonze 

r tiooal risks ia co 
4. J .2 The table below provides examples O opera 

Source oifOperational Risk Examples of operational risks . . d . nsurance supervisors and 
f b Icing secunttes, an t 

(Source: The Joint Forum o an ' 
www.sweetproccss.com) 

• Fraud: 

• Loss or lack of key personnel; 
People 

• Unnnthorizcd activity; 
· · · and • Inadequate training and supervision, 

• Inadequate staffing levels. 

Internal Processes 
• Errors in vnluation or pricing models and processes; 

• Payment or settlement failures; . . 

• Inadequate or insufficient documentation and record keeping, 

• Internal or external reporting; and 

Systems 

• Project management failures. . 

• Failures during the development and systems implementat1on process 

• Failures of the system itself 

• Inadequate resources 

External Events • External crime 

• Outsourcing and insourcing risk 

• Natural and other disasters 

• Regulator)' risk 

• Political risk 

• Utilities failures 

• Competition 

• Pandemics 

4 .2 Drivers of Operational Risk 

4.2 .1 The main drivers of operational risk can be deduced from the definition of operational risk provided above. The following 

arc the drivers: 

(I) People: People play u critical role in any CMO's operntions and arc at the core of most of the organization's ~ 
processes. It is tho.:rcforc import.u11 that measures arc put in place to ensure that a CMO's employees (people) are 
adequately trained lo perform various tasks assigned to them and that they uphold the highest t levels ofintcgrity, 
professionalism, due competence. and cure at all limes. This relates to both full- time staff and any others e.g., 
consultants, outsourced stan; purt time stuff etc. 

(2) Internal Processes: Wcttk, inclTcctive. and inefficient processes increase the likelihood of operational risk 
crystallizing. 

(3) Systems: In 1111 incrcusingly digitit.cd world, the significant role of systems within the operational process has 
never been more important. Well-functioning systems ure essentiul in reducing operational risk. 

(4) Externul 1-:ven~s: Dcs~ite these being outs ide the control ofCMOs, their effects could still negatively impact the 
CMO's operations. It 1s tl1crefore expected that CMOs put in pince contingency plans that can be deployed in the 
iJ1Stance of such events. 

4.3 Practical steps and guidance for the CMOs on manuging the purticulur risk 

4.3.1 People: 

• Establish emplo~ec trainin_g ~1anu11ls that wi ll gui~c on aspects re lated to assess and evaluating employees' skills 
adequacy, skills gaps within the CMO and trainmg needs; 

• Ensure U1at codes of ethics are in place for all CMO staff; and 

• Ensuring adequate staffing levels within the CMO 
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4.3.2 Internal Processes: 

• Ensure the existence of documented procedures and controls are in place: 

• Identify significant business process and activities; 

• Document these processes and activities/controls; 

• Identify and assign roles and responsibilities; and 

• Periodic reviews/updates of the policies and procedures manuals. 

• Ensure controls arc in place to help avoid internal process failures. These include maker checker mechanisms, 
review, and sign off procedures etc.; and 

• Adequate and up to date record keeping is in place. 
4.3.3 Systems: 

• CMOs must ensure to put in place systems such as accounting systems, brokerage systems, asset management 
systems, custody systems, credit rating systems as appropriate; 

• The use of excel is prohibited; 

• CMOs must strive for automation of most tasks to minimize risks arising from human failure or error: 

• CMOs must have appropriate measures to ensure systems arc protected from unauthorized use this includes 
putting in place physical access restriction for any highly sensitive areas, logical access controls etc. In addition, 
CMOs must ensure that they have standard laid out procedures guiding on processes to be followed in the event 
of cyberbrcachcs for example issuance of alerts to clients, ask users to immediately logout or change password, 
and report suspicious transactions; 

• CMOs, particularly those heavily reliant on technology, must ensure they put in place adequate measures to 
mitigate against cyber related risks (e.g., spywarc and ransomware attacks, data breaches etc.) examples of these 
measures include the use of firewalls; 

• CMOs to put in place measures to mitigate against system down and ensure availability of core systems for 
example Network Redundancies; 

• The CMO must ensure measures are put in place to ensure integrity and security of data and uphold the utmost 
confidentiality; 

• Mechanisms must be in place to detect and address any system failures or errors; 

• In all event of system failures. CMOs must ensure that the regulator, clients, and other stakeholders are immediately 
notified of any hardware or system failures. This should include an explanation of the causes and the actions being 
taken by the CMO lo resolve the matter. CMOs must indicate when they expect to resolve the problem and must 
provide the contact details where queries can be addressed; 

• CMOs must develop Business Continuity Plans (BCPs) and Disaster Recovery Plan (DRP) which should 
specify among other issues, back up procedures and intervals; and 

• If there is a security breach on the CMO's systems, the CMO must ensure that the regulator, clients, and other 
stakeholders arc immediately notified. The notification to clients should contain specific instructions of what they 
should do to safeguard their data e.g., immediately change passwords, notify the CMO of any suspicious 
transactions etc. 

4.3.4 External E,•ents: 

• Toe CMO must ensure that a robust husihcss continuity plan must be in place. This must include disaster 
recovery pJ.111 • In addition, the CMO must effectively utilities, where possible, insurance in mitigating the loss 
from unforeseen external events e.g .. insuring equipment. property etc. against accidents or fires. 

Role: of Oversight Functions in munai:ini: Opcrutionul Risk 

4_4_ 1 The Risk Management function must ensure that operational risks arc adequately identified, assessed, and mitigated. In 
addition, the risk management function must ensure that adequate controls arc put in place to minimize operational risk. 

4.4.Z The Compliance Function must cnsur~ tldint the CM?'s o
1
p~rksationalbcnvi~o?~entdis following the requirements of any 

prescribed regulatory standards. If this 1s one, opcrat1ona n s · may c mmm11ze . 

3 The Internal Audit limction must ensure that they assess the _cffcct!vencss of system~ mid proc~dures that have been put 4
.4. in place to mitigate operational risk and recommend ways m which these can be improved 1f weaknesses have been 

identified. 

Role of Senior M11oagcment (SM) 
e CMO's senior management arc expected to ensure that adequate measures, including policies and pro~dures are put in 

4.s. I Th 
1 

. . . operational risks. Senior management must also ensure that adequate controls arc m place to ensure 
Place to he p m1rnm1ze 1 b . . 

. . d dures are not only being implemented, but that they are a so emg implemented correctly. 
that policies an proce . . . . 

. t st also establish robust processes for momtormg effectiveness ofmtemal controls to address operation 
4 _5,2 Seruormanngcmen mu 

risk. 
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. rting obligations to the Commission including 
Case study: . ent Scheme could not meet its repo 
A Fund manager for a Collecttve Investm 

• Submission of Monthly custody returns 

• Submission of Quarterly returns . stors 
t l tements to mve 

• Submission ofaccura e s a d"t d financial statements 
• Failure to finalize audits and produce au t e 

This resulted in the following failures: . a risk ofloss to investors 

90% of assets were not taken into cuSt0dY ~osmg d 1• and erosion of the fund si:ze for remaining investors 
• . . aluation ofre emp ions 
• Inaccurate unit prices, resultmg m overv 

(Fund Insolvency) 1. t ht"ch could not be aligned to information contained in 
· culated to c 1en s w 1· I · d th t ·b · • Inaccurate customer statements were cir . 1 ds In some instances, c tents comp aine a contr1 utions 

the Asset management system and fin~cta reco~ S ffice to mention that client statements were only produced 
made by thc'm were not rcO_ected on thci; ~.t~;~~~Ji s~ek the intervention of the regulator." In some instances, 
for selected clients followmg. threats do 'tl t any explanation to investors 

15 amended or correctc WI iou · • · fi d statemen were . . in the CIS believing they were investing in a 1xe term deposit. 
• Some customers were wrongly advised to mveSt 

b f II r, 11 wing operational failures: 
The above was ccause O ie O O . St ff J' d on a system valuation which they did not understand. 

• No prcserihcd procedures for yalu?t1o
0
n ofatlssets. ~icler~~ulted in over-valuation of redemption prices 

It tum.:d out there was a glitch 111 JC so ware w 
• Lack of supervision by Senior Management . 
• lack of training for staff in the operntion of the fund management syStem 10 use . . 

d d. b th system developer who in turn developed the wrong system for thetr cltent 
• Lack of product un crstan mg y c . . . 

f d I.Ii t· ftlie staff involved in the accountmg and investment functions. The accountants • Lacko a equate qua 1 1ca wns o _ . 
Jacked the requisite knowledge tor accountmg for a CIS . . _ . . 

U f I. d tati·vcs E g the Fund Managers allowed a recept1001st without a representative license • se o un 1 ccnsc reprcscn • .. . • d d · h' h 
to market the company's product and the _µerson advis~d clients to mvest m CTS ~ fixc term epostts w 1c 
would pay back three times the amount 1_nve_s!ed. This was based on conve:saltons_ she ~ad overheard from 
advisers within the onicc. Management did latl to ensure that there was c~mphance _with lai~ down P:Ocedur_es 
before accepting the funds from the client and hence there was no scrutiny of the mformat.Jon provided to its 
clients whrn final izing the investment. 

• The broker allows an unlicensed dealer to travel on behalf of a client with a license. Assignment of wrong and/or 
duplicate client numbers 

4.6 Role of Board of Directors 
4.6.1 The CMO's Roard of Directors must. primarily through its Risk and Audit Committee, monitor the efficiency of the 

Company·s inkrnal control. nkmal audit (if applicable). and risk management systems. to do this, the Board must 
guaranh:c it is receiving adc4uate information regarding all these areas and that it makes sure any identiifed weaknesses are 
addressed appropriately and in a timely manner. 

SECTION 5: CONSIDERATION FOR OPERATIONAL RISK ARISING FROM INFORMATION AND COMMUNICATION 
TECHNOLOGY ("ICY') 

5. 1 

5.2 

Introduction 

5.1.1 ·n~c p_urpose of Information and Communication Technology risk management is to assist institutions to establish an 
cflcct1vc 

~1cch~nism that_ ea~ _idcnlify, mca~ure. monitor, and control the risks inherent in institutions' ICT systems ensure data 
integrity. avmlab1hty, conlidcnllality and consistency and provid, th, I t I · h · ' . . • · c c re cvan ear y wammg mec arusm. 

Board and Scmor Management Oversight 
5.2. 1 Specific Responsibilities for the Bourd of Directors 

The board of directors ofinstilutions hus the following res onsibT · · · · 
and communication technology risk: P I tiles witli respect to the management of infom1atton 

• En~un: that _the institution has in pince an appro riatc JCT , , . 
which suits its own circumstances business ne"dps a d . kgo

1
vcrnance structure and nsk management franiework 

· • · · .. n ns to erance· 
• Periodically review the alignment of JCT slrate · h ' - · 

the institution: gy wit thc overall business strategies and significant policies ol 

• Approve ICT risk management strntegies mid policies· 
• Set high ethical and integrity standur<ls and establish ' . , . . . . 

demonstrates lo all levels of personnel the import ,a c,~ilt~t~c _withm the mslltution that emphasizes and 
I. bi' h ,. • ancc o !Cl risk management· 

• :sla 1s an IC I steering commitlee which .· . , 
and major husincss units, to oversee these re~~~nsis!tr _representatives from senior management, the JCT function, 
the ICT budget and actual expenditure and the°nsi 1 ,;t

1
ieC~ nnd report the effectiveness of strategic JCT planning, 

management periodically; ' overa f performance to the board of directors and senior 

• Ensure_that an efTective internal audit of the JCT . 
wclltramed, and qualified staff, which report shol::~\man~ge_ment is carried_out by operationally independent, 

• Ensure the appropriation of fundin c su nutted to the audtt committee· 
g necessary for ICT risk ' 

• Understand the major ICT risks inherent . th . . management function; and 
ens · th · I • m e mst1tuti ' b · urmg e imp ementation of the measures nece on s USmess, setting acceptable levels for these risks, and 

ssary to identify, measure, monitor and control these risks. 
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5.3 

5.4 

5.5 

Specific Responsibilities for the Senior Management 

5.3. l The following are k ·b·i· . . 
ey respons1 1 11Jes of senior management with regards to ICT risk: -

• Ensuring lhat all employees of the institution fully understand and adhere to the ICT risk management policies and 
procedures approved by the board of directors and the senior management and are provided with pertinent training; 

• Ensurin~ customer information, financial information, product information and core CMO system of the legal entity 
are held ma secure environment; 

• Reporting in a timely manner to the CSK any significant adverse incidents of information and communication 
systems or unexpected events, and how they have been handled; 

• Cooperating with the CDK in the surveillance of the risk management of information systems, and ensure that 
supervisory opinions arc followed up: and 

• Performing other related ICT risk management tasks. 

Head of Information and Communication Technology 

5.4.1 The following arc the responsibilities of the Head oflCT: 

• Play a direct role in key decisions for the business development involving the use ofICT in the institution; 

• Ensure that infunnation systems meet the needs of the institution, and the ICT strategies, in particular information 
system development strategics, comply with the overall business strategies and ICT risk management policies of the 
institution; 

• Be responsible for the establishment of an effective and efficient ICT organization to carry out the ICT functions of 
the institution. These include the IT budget and expenditure, IT risk management, ICT policies, standards and 
procedures. ICT internal controls, professional development, ICT project initiatives, ICT project management, 
information system maintenance and upgrade, ICT operations, ICT infrastructure, Information security, disaster 
recovery plan (DRP), ICT outsourcing, and information system retirement; 

• Ensure the e!Tectiveness oflCT risk management throughout the organization including all branches; and 

• Organize professional trainings to improve technical proficiency of staff. 

5.4.2 Staffing of the Information and Communication Technology Unit: 

Institutions should dcsignah: qualified officer(s) in the Management function for ICT management. Staff in each position should 
meet acceptable minimum requirements on professional skills and knowledge. The following risk mitigation measures 
should be incorporated in the selection and management of ICT staff: 

• Verification of personal information including confirmation of personal identification issued by government, 
academic credentials, prior work experience, professional qualifications, certificates of good conduct by the 
Police: 

• Ensuring that ICT stafT mcd professional ethics and integrity by obtaining character reference from independent 
referees. fonner employers, relevant sector regulators; 

• Signing of agreements with employees about understanding of ICT policies and guidelines, non-disclosure of 
confidential infommtion, authorized use of information systems, and adherence to ICT policies and procedures; 
and 

• Evaluation of the risk oflosing key ICT personnel, espccinlly during major ICT development stage or in a period 
of unstable ICT opcrntions, and the rclcvunt risk mitigation measures such as sta!Tbackup arrangement and staff 

succession plan. 

5.4_3 Intellectual Proprietary Rights 

Institutions should put in pince policies and procedures lo: 

• ensure the utilization of only genuine nnd licensed softwure to ovoid the violation of the law regarding intellectual 

properties; 

• ensure purchase oflegitim11te software nnd hnrdwnrc; 

• prevention of the use of pirntcd software; nnd 

t. f the proprietary rights oflCT products developed by the institution and ensure that these are fully 
• the protcc 10n o 

understood nnd complied with by all employees. 

ICT Risk Management Framework 
~ t· and Communication Technology Strategy 

5.5.1 lnaorma 10n . . . . . 
• 1 t ICT strategy thnt aligns with the overall busmess plan of the mslltution, ICT risk 

Institutions should ::r; ~~:Operational plan. The ICT strategy should ensure that adequate financial resources and 
assessment plnn JI t d to maintain a stable and secure ICT environment. 
hwnan resources are a oca e 
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p r y r ics that include the following areas· 
5 5 2 ICT Risk Management o ,c . fICT risk management po tc . 

· · . rchens1ve set o 
Institutions should put m place a comp . 

• Information security classification pohcy; 1· y· 
• d maintenance po tc • 

• System development, testmg, an . . 
• ICT operation and maintenance policy, 

• Access control policy; 
• Physical security policy; 

• Change controls policy; 

• Personnel security policy; and Management procedure. 
• Business Continuity Planning and Crisis and Emergency 

5.5.3 ICT Risk Identification . . . d ft) ats vulnerabilities and exposures present in the ICT system 
Risk identification entails the detcnnma!lon of all km hs 

O
, :;~ai'and external networks, hardware, software, applications, 

configuration which is made up of componen
1
ts suet as m 

• t ~ ations and human e emen s. . . 
syslems m er aces, opcr · . . f. • c att·icks internal sabotage and malware mfestallon could cause 

Securily threats such as those mm'.ifcstcd 111 denial·? -sc~~\ ons' ·qu~ntial losses for aJI parties affected. Vigilant monitoring 
severe disrnption to the ?pcr~twn~ ofan 1~st

1
11"t 

110
~ ~ e risk ~~ntainmcnt exercise. 

of these mutating grow mg n sks 1s a crncia s cp m 
' b 'd t ' fi d Threats should include the threat- source to ensure accurate assessment. 

Both threat-sources and threats must c I en J IC • • 
Some common threat-sources include: 

• Natural Threats- Ooods, earlhquakcs, hurricanes; 
• Human Threats-lhrcats caused by human beings, including both deliberate action.s (network-based attacks, virus 

infection. unauthorized access), and uninlcntional (Inadvertent data entry errors), 

• Environmcnlal Threats- power fa ilure. pollulion. chemicals, water damage; and 
• The risk management function in t~e insti tut!on should compile_ ~ )ist of threats that are present across the 

institution and use this list as the basis for all n sk management act1v1t1es. 

5.5.4 Identifying Yulncrabilities 
Different risk management schemes offer different methodologies for identifying vulnerabilities. In general, institutions should 

start wi th commonly availabh: vulnerabi lity lists or control areas. 
The following tools and techniques arc typically used to evaluate the effectiveness of controls, and can also be used to identify 

vulner.ibilitics: 
• Vulnerability Scanners - software that can examine an operating system, network application or code for known 

flaws hy comparing the system (or system responses to known stimuli) to a database o f flaw s ignatures; 

• Pcndralion resting - an allcmpt by human security analysis to exercise threats against the system. This includes 
operational vulncrabililics, such as social cnginccring; and 

• Operational and Management Cont!ols - A review of operational and management controls by comparing the 
cum:nl documcniauon to bcst practices (such as ISO 17799) and by comparing actual practices against current 
documented processes. 

5 .6 Risk Assessment, Measurement and Monitoring 
5.6. 1 Ri~k Assessment 

To dctennine the:: likdihood of a future advcrsc even I threats to an JCT , •· t b . · · · · 
polcntial vulnerahi li1ics and ih . conlrols · 1 . . . ~ • ll IC\ ~) s .:m must e analyzcd m COllJUnction with the 
caused h) a 1lirea1\ cx~rcisc of\ulncnb/t1 p ~;\ t ]c 

1
. . sySt~m. Impact refers to the magnitude of harm that could be 

produce~ a r..:la1iv~ value ior the JCT ~L
5
sc

1
15tanJ1c eve O ,m ~_ill' l is governed by the potential mission impacts and in tum 

resources ullcctcd te g the cr"t"c· rt d · · · fth ICT t component, and data I. A typical risk ·isscssmcnt m ·Lh d. 1 · ·• 1 I "1 Y an sens1t1v1ty o e sys em 
Syslcm Characlcrization; ' · c O O ogy encompasses the fo llowing nine primary steps; • 

• Threat ldcnti ficalion; 

• Vulncrabilily ldentilication; 
• Control Analys is; 

• Likelihood Delcnninution; 
• Impact Analysis; 

• Risk !Jelcrminalion; 

• Control Recommendations; and 
• Results Documcnlation. 

5.6.2 Risk Measurement 
Institutions should put in place a set of ongoin , · k 

. g ns 111cus11rcment and m •i . . 
• Pre- and post-Jrnplcmcntation review of rci· . 0111 onng mechanisms which should include: 

proJects· ' 
• Benchmarks for periodic review of syst r, • 

. . · cm per om1ancc· 
• Reports of incidents und compl.iints ab t ICT . ' 

R . , . ou services; 
• cports of mtcmal audit, cxtem·,I atidi"t d . . 

' , .in issues 1d t"fi d 
• Arrangement with vendors and busincs . fi. . en 1 1c by CBK; 
• Th .bi . s umts or periodic rcvi f . 

. c poss1 . e impact of new development of technolo cw o service level agreements (SLAs); 
• Timely review of operational risk and . gy and new threats to software d I ed· 

A 
management control . ep oy , 

• · ssessment of the risk profile on IT ou . . s tn operation area; and 
lsourc1ng proJects periodically. 
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Risk mitigation involves prioritizi I . . 
from the risk assessment ng, eva uattng, and implementing the appropriate risk- reducing controls recommended 

process. 
Because the elimination of all ri k. II . . . 

business managers to u th ~ is usua Y impractical, 1t is the responsibility of senior management and functional and 
to an acceptable lev I s~th e ~c1:5t-cost appro?ch and implement the most appropriate controls to decrease mission risk 

G . . . e 'WI mmimal adverse impact on the institution's resources and mission. 
enerally, nsk m1ttgation can be a h. d h gh . 

. c ieve t rou any of the following risk mitigation options: -
• Risk assumption - accept th t r I . k d . 

risk to an acceptable level. e po en 18 ns an contmue operating the lCT system or to implement controls to lower the 

• Risk avoidance - avoid th · kb r • . . . . 
system or h t d h e ns Ye 1mmatmg the nsk cause and/or consequence {e.g., forgo certam functions of the 

s u own t e system when risks are identified). 

• ~: 
1
t:?tytio(n - limit the risk by implementing controls that minimize the adverse impact of a threat's exercising a 

. era 1 1 e.g., use of supporting, preventive, detective controls). 

• Risk planning - manage risk by developing a risk mitigation plan that prioritizes, implements, and maintains controls. 

• Research and acknowledgment - lower the risk of loss by acknowledging the vulnerability or flaw and researching 
controls to correct the vulnerability. · 

• Risk transference - transfer the risk by using other options to compensate for the loss, such as purchasing insurance. 

JnS!itutio~s ~hould therefore implcme~t a comprehensive set of risk mitigation measures complying with the ICT risk management 
policies and commensurate with the nsk assessment of the institution. At a minimum the mitigation measures should 
mclude: ' 

• A set 01: clearly documented JCT risk policies, technical standards, and operational procedures, which should be 
communu:atcd to the stafT frequently and kept up to date in a timely manner; 

• Area~_of potential conflicts of ink rest should be identified, minimized, and subject to careful, independent monitoring. 
Also. it n:quin:s that an appropriate control structure is set up to facilitate checks and balances, with control activities 
defined at every business level, which should include: 

(i) Top level reviews; 

(ii) Controls ovcr physical and logical access to data and system; 

(iii) Access granted on "need to know" and "minimum authorization" basis; 

5. 7 Information Security 

Institutions should put in place an information and communication security management function to develop and maintain an 
ongoing information security management program. The core objective of the Information and communication security management 
program must be premised around ensuring confidentiality, integrity, and availability of data. The lnformation and communication 
security management program must include: 

• Promoting infom1ation security awareness; 

• advising otha JCT functions on security issues; 

• serve as the leader of JCT incident response team; and 

• report the evaluation of the information security of the institution to the board periodically. 

The Jnfomiation and communication security manafcmcnt progran:i should he doeumentc~ in an infom_iation and communic~tion 
security policy 1,1,'hich should al~o document th~ 1ntonnat1011 sccunty s)andar_ds, strategy, 1mplementatt0n plan, and an ongomg 
maintenance plan. The in formation security poltcy should mclude the tollowmg areas: 

• JCT security policy management: 

• Organization informution security; 

• Asset management; 
• Personnel security; 
• Physical and environment security; 
• Communication and operation security; 

• Access control and authentication; . . . 

A · nt development, and mnintcnuncc of1ntonnntton system; • cquiremc • 
• Jnfomiation security event manngcmcnt; 

• Business continuity management! nnd 

• Compliance. 

7 1 Information Confidentiality 5· · . . d C i ·at ion Technology function of institutions should oversee the establishment of an information 
TI1e lnfo_rr_nall_on an d ·0111;11~::ocn scheme. All employees of the institution sh~u!d be made aware of the importance. of 

class1hcat1on an pro c fd tiality and provided with the necessary trauung to fully understand the mfonnatton 
ensuring information con I en . .bT .· 
protection procedures within their rcspons1 • tl1es. 

hcntication and Access Control 
5.7.2 Aut . . ocess to manage user authentication and access control. Access to data and system 

Institutions shou!d hav~ ~ ~flechv~pr •zed individuals whose identity is clearly established, and their activities in the 
should be stnctly ltmtte 

1
~0b a~. ~~1 

d to the minimum required for their legitimate business use. An appropriate user 
infonnation systems sl~ou e imi e rate with the classification of information to be accessed should be adopted. 
authentication mechanism commcnsu 
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Id b · plemented when a user transfers to a new job or 
. • fr the system shou e tm 

Timely review and removal of user ,~entity 0

1
m h Jd be put in place: -

leaves the institution. lbe followmg contro s s ou 

(i) Physical Security Zones h mputer centers or data centers, network closets 
· t ·1y zones sue as co · t b'l't' I t ' Institutions should ensure all yhrs1ca se~un 'ticcl TCT equipment, and respective a_ccoun a 1 1 1es are c ear y 

areas containing con~denual mf?rmation ~r en d curative control measures are put m place. 
defined, and appropriate preventive, deteellve, an 

(ii) Logical Security Domains . d . (hereinafter referred to as the "domain") with 
Institutions should divide their networks_ into log_ical sccunty ~~;

1
~~!csscd in order to defin~ and implement effective 

different levels of security. The_ following_ security fact_o~ ::1t~etwork, network filtering, logical access control, traffic 
security controls, such as physical or logical segrcgttlJ • and the whole network: 
encryption, network monitoring, activity log. for cac _o~am . . 

• Criticality of the applications and user groups w1thm the domam, 
• · f hannels· 

• Access points to the domain through various commumca ton c ' . d I d 'thi th d . . 
I. • d network equipment ep oye wt n e omam, 

• Network protocols and ports used by the app 1cations an 

• Performance requirement or benchmark; 
• Nature of the domain, i.e., production or testing, internal or external; 

• Connectivity between various domains; and 

• Trustworthiness of the domain. 

Operating System and System Software 
5.8.1 Institutions should secure the operating system and system software of all computer systems by: 

• Developing baseline security requirement for each operating system and ensuring all systems meet the baseline 
security requirement: 

• Clearly defining a set of access privileges for_ different groups ofus~~• namely, end- users, system development 
stan~ computer operators, and system administrators and user admm1strators; 

• Setting up a system of approval, verification, and monitoring procedures for using the highest privileged system 
.iccounts: 

• Requiring technical sta!Tto review available security patches, and report exceptions in the patch status to Head 
uflCT periodically; and 

• Requiring technical sta!Tto include important items such as unsuccessful logins, access to critical system files, and 
changes made to user accounts in system logs monitor the systems for any abnormal event manually or automatically 
and report the monitoring periodically. 

Application Software 

5.9.1 Institutions should ensure the security of all the application software by: 

• Clearly defining t11c roles and responsibilities ofcnd-uscrs and IT staff regarding the application security; 

• lmph:mcnting a robust authentication method commensurate with the criticality and sensitivity of the application 
system: 

• Enforcing scgn:galion of dutics and <lual control over critical or sensitive functions; 

• Rntuiring vcri fication of input or rcconcilialion of output at critical junctures; 

• Rcquir_ing t_hat tl~e input and outp_ut of conlidcntial infonnution be handled in a secure manner to prevent theft 
tampering. mh:nl1onnl leakage. or mudvertcnt leakage; ' 

• Ensuring the system cun handle exceptions in u predefined wny and pr · d · fut h 
the ~yslcm is forced lo tcnninatc; ovi e meaning messages to users w en 

• Maintuining audit truil in either pupcr or electronic format; und 

• Requiring the user udministrutor to monitor und review unsucccs •f 11 · d h 
5.1 o Audit Trail · s u ogms an c anges to user's accounts. 

5.10. I Institutions should have u scl of policies m1<l proccdurcs •ont · 11 · I 1 • . . . 
support efli:ctivc auditin!!., sc1:urity forensic mnlvsis 11•11

~1 f .
10

1 mg t ,c _oggmg o~ ac1Iv 1ties in all production systems to 
layers of soil ware und on <lilTcrcnt computer -u~d ;,~iwork' r,Hll p~cvcnllon. Logging can be implemented in different 

' mg equipment which foils i t t b d · 
• Transaction journals arc generated by applic•ll ' . ll . ' no wo roa categones: 

authentication nllempts, mo<lilkntioi, to ll·it·, ui,.clion so ware and database management system and contain 
I · • • ' error messages T · • ' tot 1c mformat1011 rclcntion polic)' lc.,., lly st'ipt 1. 1 1• h- · ransachonJoumals should be kept according 

• .,, I ,I Cl Ill t C country. 
• System logs arc gcncrutcd by opcrating svst. . d· b 

s_yskms, an<l routers, etc. and contain authc.nti~~~~ ":~ nsc management system, firewalls, intrusion detection 
System log~ should be kept for a period pr 1- n_ u empts, s_ystcm events, network events and error messages. 

. . opor ion ate lo the nsk class. Ii t· b 
• lnstllullons shoul<l cnsurc that suflicient it . . , . 1 icn 1011, ut not less than one year. 

·y ·tem troubl • ·h 1· d . · • ems arc captured m the I I " ·1· s s . c s ~io rng, an nu<l,tmg while takin, a r . ogs o 1ac1 1tate effective internal controls, 
log~. Sufficient disk space should be allocated t g PP opriutc 1!1casurcs lo ensure time synchronization on oil 
rcvil!wcd for any _exception. The review fre uei/rcvent logs_ from being overwritten. System logs should be 
s?ould_ be detcrmmed jointly by JCT functi~n an~ and _retenllon _period for transaction logs or database logs 
Conumt1ce. pertment business lines and approved by the IT Stc.:ering 

5.11 Encryption Technologies 

5.1 I.I Institutions should have the: capacity to 1 information in the information and • em_p oy encryption technolog· t • . . . 1 of tlle encryption facilities should ctnmu~1cauon systems or during its ~s . ~ _mitigate the _risk of losing confidcntm 
e put m place to ensure that: mission. Appropriate management processes 
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• Encryption facilities in use should m t . . 

. ec international security t d d . • Staff m-charge of encryptio ~ .1. . s an ar s or requirements; 
acad . t r . n ,ac1 1t1es arc well trai d d . . 

emic es 1monmls, character reference Ji • d ne an vetted. This 1s verified through professional and 
• Encryption strength is ad t rom m ependcnt referees, certificates of good conduct; 

· equa e to protect the con fid r r . . 
• Effective and effici I k I en ia ity of the information; and 

. en ey management proced · 1 . 
management, are m place. ures, espeeia ly key hfecycle management and certificate lifecycle 

Computing Equipment 

5.12.1 Institutions should put in place an effi r d . 
include desktop personal computers (i~";e an t efficient system of securing all end-user computing equipment which 
printers, debit, or credit card readers poi~t' ~?r fh(l~b~)s, tell~r tenninals, automatic teller machines (ATMs), passbook 
smartphones, and conduct periodic ;ecurit 

O 
sha eks termmals, _Personal digital assistant (PD As), tablet devices and 

Y c cc on all lCT eqmpment 
Handling Consumer Information · 

5.13. Institutions should put in place a set of r · d 
d

. . . po ieics an procedures to govern the collection processing storage transmission 
issemmahon, and disposal of customer information. , , , , 

5.13.2 In addition, institutions must ensure thut th I' · 
technology laws and regulations incl d. beytare co

1
.mp •ant with all applicable Zambian information communication 

. . u mg u not 1m1tcd to the Data Protection Act, 2021. 
Trammg 

5.14.1 All employees, including contract staff sh Id b ·d d · h · · 
JCT 1• • d , ou e prov1 e wll the necessary training to fully understand the institutions 

po 1c1es. proce ures and the conscquen f t1 · • J • • • • 
against ICT security vio·l~tion. · ces O 1e1r v10 ahon. Inst1tuttons should adopt a zero-tolerance pohcy 

5.15 System Acquisition, Development, Testing and Maintenance 

5.15.1 System Development 

• _lnstituti~ns should have the capability to identify, plan, acquire develop test, deploy maintain upgrade and retire 
1nformat1on systems; ' ' ' ' ' 

• Pol.icies and procedures should be in place to govern the initiation, prioritization approval, and control of JCT 
proJccts; ' · 

• Pr~grcss reports of major JCT projects should be submitted to and reviewed by the JCT Steering Committee 
penod1cally; and 

• Decisions in , olving significant change of schedule, change ofkey personnel change of vendors and major expenditures 
should be included in the progress report. ' ' 

5.15.2 Project Risks 

Institutions should recognize the risks associated with JCT projects. which include the possibi lities of incurring various 
kinu~ of opcralional ri sk. financial losses, and opportunity costs stemming from ineffective project planning or 
inadcquate project management controls of the CMO. lberefore, appropriate project management methodologies 
should he .idoptcd and impkmcntcd to control the risks associated with ICT projects. 

5. 15.3 System Dcnlopment Methodoloi:y Institutions should adopt and implement a system implementation methodology 
to Cl)ntrol the life eyck of Information systems. The typical phases of system life cycle include system analysis, design, 
dcvdoprncnl or acquis ition. h.:sting, trial run. deployment, maintenance, and retirement. The system implementation 
methodology to be used should be commensurate with the size, nature, and complexity of the lCT project. 

5. 15.4 Reliability, Integrity, and Relevance Institutions should ensure system reliability, inteivity, and relevance by controlling 
system changes with a set of policies and procedures, which should include the followmg elements: 

• Ensure that production systems arc scpuruted from development or testing systems; 

• Separating the duties of managing production systems and managing development or testing systems; 

• Prohibiting application development and. muintenance stuff from acccssing_production systems un~er n?i:n:ial 
circumstances unless management approval 1s grunted to perform emergency repair, and all emergency repair activ1t1es 
should he recorded anu reviewed promptly; and 

• Pro •ressing changes of ICT system c~lllli~umtion fro~1 dcv~l\1pmcnt and tc~ting systems to ~roductioll: sy.stems 
sho~ld he jointly approved hy the ICT lum:t 1on and bus1111.:ss Imes. properly documented. and reviewed penod1cally. 

D· 1• I 1 -1 (' "'lidcntiality untl A,·uilahility Institutions shoulu have in place a set of policies, standards, and 5· 15·5 3 a 1" cgtri y, ·
1 

d t· intcgriiy conlidcntinlitv unJ avnilubility. These policies should be in accordance with the latest 
pro eel urcs o ensure u a • ·: d d ISO 2700 t 
inh:mutional dutu integrity and information security stun ur s e.g., • 

5.15.6 System upgrade . . . 
• • .1 Id I. . . . . 1 of policies und procedurcs w nlrullmg the process of system upgrade. The underpmnmg 

lnst1tut10ns s iou i,,vc .et sc m Jat~hnsc management system, middleware, must be upgraded, or the application 
software, namely. operntdmgdsyrshte y'st·in ~pgrade should be treated as a project and managed by all pertinent project 
software h as to be upgra c . e s c • . 
management controls including user acceptance testing. 

5. 16 JCT Operations 
5 16 I Physical and Em·ironmental Controls . . . 

· · . • • / ronmental threats (e.g., proxm11ty to natural disaster zones, dangerous or 
Institutions should consider f~lly thd e)m; selecting the locations of their data centers. Physical and environmental 
hazardous facilities or busy/maJor roa s '; ien vironmental conditions that could affect adversely the operation of 
controls should be _implell:1:~ted to n~oni 0

~ £i° ' lilies should be protected from power failures and electrical supply 
infom1ation processing foc1ht1es. Equipmen ac1 
interference. 
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5. 17 

5.18 

5. 16.2 

5.16.3 

5.16.4 

5.16.5 

5. 16.6 

5.16.7 

5.16.8 

1 opcr approval of access should 
Access by Third-party Personne . providers) to secured areas,hprt rop'er screening procedures 

h. d rsonnel (e g service d ll . important t a p d I d " 
In controlling access by 1 _ ir -~ru:tr pe h Id b · ~iosely monitore . . 1~ hnology-related jobs, are eve ope 1or 

be enforced, and their acllv1ties s ou e ks pccially for scns1t1ve tee 
including verification and back~ro

1
und ffhecd do~~ractors. 

permanent and temporary techn1ca sta an 

Segregation of Duties . fr ystem development and main\e~~ce 
. . uter center operations om 5 t the roles and respons1b1ltties 

Institutions should separate I Cl oper~tions or ~otimpt' The Institutions should documen 
to ensure segregation of duties withm the !Cl unc wn. 
of data ccnter functions. 

Documentation of operational instructions t ks J·ob scheduling and execution in the 
· h s computer operator as ' d · ts for on site 

Institutions should detail operational instru~twns sue j I Id also cover the procedures ~ requirem(~n fr • 
JCT operations manual The ICT operat10ns manua s iou d . d development environments i.e., equency, 
and oIT-site backup of.data and software in both the pro uction an 
scope, and retention periods of back-up). 

Problem management . d promptlv to JCT operations 
I t nd processmg system to respon • k f 

Institutions should hnvc in place n prob cm managemen D t t ff and to record analyze and keep trac • o all 
incidents, to escalate reported incidents '? r~lcvanl ICT ranagcmen 5i;zed A helpdesk function should be set up to 
these incidents until rectification of the 111C1Llcnts and t 1"

1
' caduS.:s ~r;3 an·d to direct the problems to relevant ICT 

provide front-line support to users on all technology-re ate pro ems 
functions for investigation and resolution. 

Svstem monitoring 
• · · · I r. f ppl,·cation systems is continuously monitored 
lnst1lulmns should implement a process to ensure that t 1c pcr1?rmance O a · . . h lcl 

and exceptions nre reported in a timely and compreh:ns1v~ manner. The performance monitoring process s ou 
include forecasting capability to enable exceptions to be 1dent1lied nnd corrected before they affect system performance. 

Capacity plan 
Institutions should dc,,clop a capacity plan to cater for business growth and transaction increases d~~ _to ~hang~s. of 

econom ic conditions. The capacity plan should be extended to cover back-up systems and related facihttes m addition 
to the production environment. 

Record keeping 

Institutions should ensure the continued avai lability of technology related services with timely maintenance and appropriate 
system upgrades. Proper record keeping (including suspected and actual faults and preventive and corrective 
mnmtenancc rccurds) is necessary for cfTcctive facility and equipment maintenance. 

5.16.9 Change mana~ement 

Institutions_ shoul~ have an cITc~ti,'.c change management process in place to ensure integrity and reliability of the 
production cnv1ronmcnl. lnst1tullons should develop a formnl change management process. 

Business Continuity !\fanagemcnt 

5.17. 1 BCP Plans 

lnst_itutions should have in place appropriate arrangements. havin n: ard t th • • 
busmcss. to ensure that it can cont inue to limction and meet its rl lgt O 

• e n_ature: scale. and co?lplexity of its 
interruption in JCT. These arrangements should be regularly updatel~n~ ~ry 

0f hgati0ns m t~e even_t ot an unforeseen 
ensure off~11c backups arc covered in the plun. eSte to ensure the,r effectiveness and should 

5. 17.2 Documentation 

Institutions should document their s trategy for maintain in cont' · . • • . 
and regularly testing the adequacy and cllcctivcncss of th~s s lra:~~'.Y 01 115 operations, and its plans for communicating 

Outsourcini: 

5.18. 1 Supervi~ory Dutie, 
lnstit_ulions should not contract out their oh ligutions to re I , .. 
the d1schilrgc of outsourced JCT functions gu otol) authorities and should tnlcc reasonabl t . · e care o supervise 

5. 18.2 Critical ICT Function~ 

5.18.3 

':'s outsourcing_ of dulu ccn,lcr, (ICT inl'ru.~tructurc, ctc) . d . . . 
11110 sm:h material outsourcmg urrungemcnt. · 'an should nohty the Commission h h . 
R

. k A 
1 

• w en t ey mtend to enter 
1s nu ys1s 

Before entering into, or signi fieunlly chunro inu ·m O t · • 
o ,,, ' u sourcmg urrnngcm 1 , . . 

• ~n_aly;,.c_h~w the ar:n!ngement w_ill fit with its ICT or> . . cnt. l 1e Institution should: 
risk pro hie, und nb1hty to meet its regulatory bi' ~an1zn1ton and reporting stru t . b . 
C 

. . o 1gnt1011s; c ure, usmess strategy· ove , 11 
• onside~ whether the arrangements will all . . • ra 

outsourcmg: ow it to monitor nnd control its op . . 
erallonal n sk exp 1 . 

• Conduct appropriate due d il igcnce ofth . . osure re atmg to the 
service provider, facilities, and ability t~ ~crv'.c1rov,der'.s financial stabilit . 

• Consider how it will ensure n sm tl ov~r- c potential liabi lities; Y, expertise lllld risk assessment of the 
h· d . . oo l transition of ·1 . 

c ange outsourcmg arrangement (includ· h . 1 s operations from -1 . tng w at will ha I s current a . 
• Consider any concentration risk imp\" . PPen on the tcrminatio fth rrangements to a new or 

s ingle service provider is used by seve~~ftfions such as the business contin . _no . e ~ontract); and 
rms. u1ty_ tmphcations that may arise i f a 
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5.19 

5.18.4 Data Security 

The rnstitution should enhance them 
security of sensitive infonnation suchanagement o~JCT-rcl~ted outsourcing by putting in place measures to ensure data 

as customer mfonnation. Such measures include· 
• Ensure that there is clear sep r b . ' 

provider; ara •on etwcen outsourced information and other infonnation handled by the service 

• The staff of the service provid h Id b th . " . . . . : er s ou e au onzed on need to know'' and "m1mmum authorization" basis; 
• Ensure that service provide t tl . . r guaran ees 1at its staff meet the confidential threshold required; 
• Ensure all related sensiti · Ii · . . . . 

t . ve in onnatton arc deleted from the service provider's storage when tennmatmg the ou sourcing arrangement. 
5.18.5 Contingency Plan 

ll1e institution should ensure that it has · t · · · · · fr tl • 'd p . . appropna e contingency plans in the event ofa s1gmficant loss of services om 
f~fi~~~~? hrovi ~r. artic_ular issues to consider include a significant loss of resources, turnover of key staff, or financial 

, t c service provider, and unexpected termination of the outsourcing agreement. 
Internal Control and Audit 

5.19.1 Systems Audit 

5.19.2 

!)cpcnding on the n~tur~, s_calc, a_nd complexity of their business, it may be appropriate for institutions to undertake 
mternal systems audit w1thm the mtcmal audit function. 

The inte~al a~c!i! function ~ho~ld _be adequately resourced and staffed by competent individuals, be independent of the 
day-toda) acllv1t1es of the inshtullon and have appropriate access to the institution's records. 
Role of Internal Audit 

Whether performed by a separate specialized ICT audit function or as a function within the internal audit, the responsibilities 
of the ICT audit function arc: 

• _To ~sta~li~h. implement il!ld maintain an audit plan to examine and evaluate the adequacy and effectiveness of the 
mslltullon s systems and mtcmal control mechanisms and arrangements; 

• To issue recommendations based on the result of work carried out; 
• To \'Crif)' compliance with those recommendations; and 

• To carry out special audit on the information system. This involves investigating, analyzing, and reporting on the 
in formation system as a result of an information security incident or from a risk assessment report by the internal 
audit or risk management function. 

5.19.3 Frcqucnc~· of IT Internal Audit 

Based on the nature, scale and complexity of its business. deployment of information and communication technology and 
ICT risk assessment, institutions should determine the scope and frequency ofICT internal audit Each CMO depending 
on the size. nature and complexity, will determine their minimum period. 

5. 19.4 I mplcmcnting System Dcvtlopmcnt 

Institutions should cngagc their lntcmal Audit wtd Risk M_anagement function~ w~en _implementing system development 
of sig,ni Ii cant size and scale to ensure ii meets the ICT Risk standards of the mstttution. 

5.20 ICT External Audit 

6. I 

5.20. 1 The ICT external audit should at minimum cover the following aspects: 

• Risk a.~scssmcnt of the JCT systems: 
• Review of the ICT l'olicics, slrotcgy, and direction; 

• Business continuity management program: 

• Systems change control process: 
• Reporting. logging. and audilabilily of the systems: 

• Input-process-output controls; 
• Adequacy of identification and nuthenticotion system; 

• Protection against malicious malwnre; w1<l 

• Operations and network management. . . . . . 
• . Id II . t II , ICT cxtemul auditor reviews und cxrunmcs inshtullons hardwurc, software, docwnentahon, 

I nsututwns shuu ensure m ~c .. • . 
and data to identify ull potcnhul IC I risks. . . . . . 

1 I ICT C)(tcnml auditors strictly comply with the law and regulations by mamtammg the 
Institutions should ensur~ t \lit t 1~. c ··cssed while conducting the ICT audit. JCT audits may be carried out by external 
con!idcntiality o_fp_rivdateli mlormdu •~~~'ict be conducted at )cast once every two years. 
auditors or spec1ahzc 1rms an s 

SECTION 6: CREDIT RISK 

5.20.2 

5.20.3 

Definition of Credit risk . . · · ·11· . 1· 11 C ·d' t · k · th · k th t I , . pot •ntl'II tnnb1hty or unw1 mgncss lo u y n.: 1 ns 1s c ns n 
6.1.1 Credit risk is the risk that arises fro_m ~ cou_i

1
1~crpur Y s illi,~gn~ss to fully meet its on and/ or off-balance sheet contractual 

arises from a countcrparty's potentrnl inabi ity .or u~wnds arc ~--tended committed, or invested tl1rough actual or implied 
I . . k cur" any lime ,u . v ,, ' • f Ii . 

obligations. Exposure to t 11s_ n~ · oc ~ d lined as the risk ofloss arising from the fiulure o a countc~arty to per orm its 
contractual agreements. Credit nsk cay be ~ 1 d . ers brokers investors guarantors, and other capital market players 

. C tcrparties me u e 1ssu , , ' obligations under a contract. oun 
who assume contractual obligations. 
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6.1.2 The table below shows some types and examples of credit risk: 

6.).3 

Type of Credit Examples of credit risk . . 

Risk d"t from a counterparty e.g., denvatives or 
fi tr ction done on ere I Default Risk Failure to receive payment or ansa 

1 securities . . ou w ith the potential to prod~ce large osses 
Concertation Associated with exposure of any smgle entity;. gr p arise in form of single entity exposure or 
Risk to threaten the core operations of the CMO. b 

1
~m~~:nding crisis in 2008 

. 1· E the US burst su pn · 
mdustry concentra ion. .g., It . ssets that sit on its own balance 

. f b f activities that resu m a . . Credit Risk exposure may be faced by the CMO 1tsel ecause O d b the CMO. In line with treating customers 
sheet. However the credit risk may apply to clients whose assets are man~ge 

1
. y t The table below summarizes how credit 

fairly, the CMO~ are expected to manage credit risk in a way that protects its c ien · 
risk may arise in various types of CMOs: 

TypeofCMO 

Clearing& 
Settlement 
Agency 

Stockbrokers 
Bank Dealers 

Investment 
Advisers & 
Credit Rating 
Agencies 

Fund Managers 
and Collective 
Investment 
schemes 

Credit risk exposure . . . ore arties will fail to deliver on the terms of a 
Settlement risk is the poss1b1hty that one or m P. "fthe CSA does not have a settlement 

d · Th· risk may arise 1 . . . 
contract at the agree -upon tm~e. is fi It . k is a type of settlement nsk an smg from 
guarantee scheme or insurance. Selllement ?,e au ns ntract entire ly. Settlement timing risks 
the possible fa ilure by_a countcrparty t~ _de iver on a cod as a reed but not in the agreed-upon 
arise in potential situations -~here sccunties arc cxchan~: d ;icme~t times e.g., T + 3 or High 
time frame. This is more cnllcal where there are prescn e se 
Frequency Trading situations. . 

· · k · · fr normal business transactions such as: Exposure to other forms of credit n s an smg om . . 

• Guarantor risk: arises where the CMO acts as the guarantor of an issuer as_ it ~ay mcur a 
loss should the issuer default. On the other hand, the CMO may face cred~t risk due to the 
insolvency of the guarantor ofan issuer it has invested in failing to make timely settlement; 

• Loans and advances to third parties and/or related parties; and 

• Issuer risk arising from investments in debt securities of other entities. Stock brokers, 

• Stockbrokers and Bank dealers may be exposed to settlement Risk if pre-funding Bankdealers 
arrangements for purchase of securities arc not complied with. This Pre-settlement risk is 
normally managed by insisting that clients pre -fund their trades before executing the orders; 
and 

• May also be exposed to delivery risk in OTC transactions, as the counter party may fail to 
dcl ivcr according to the contract 

Generally. not exposed to credit risk as they do not take positions on behalf of clients. But 
may face exposure to credit risk arising from nonnal business transactions such as: 
• Loans and advances to third parties and/or related parties; and Agencies 
• Investments in debt securities of o ther entities 

Generally cxpos~d t? crc~it- risk if they do take positions on their O\~n behalf. Also face Managers 
exposure to credit n sk arising from normal busmcss transactions such as: 
• Loans mid advances to third parties and/or related parties; and investment 
• Investments in debt securities of other entities. 

·_n1c Funds _under their management however foce credit risk because they take positions which 
unpact their balance sheets 

6.2 Drivers of Risk 

( I) Credit exposure: related lo the umount o floss in the event thnt n countcrparty d -~au Its tr d fKS • 
· 1 c e.g .. a a e o 00 000 1s done and the countcrparty dcluu ts (docs not mnkc the puyment alter having promised to do so). ' 

(2) Probability or default : the prohahility that the eounterp.irty will fail to perform tr 
I 

bi' . . . 
the current creditworthiness of the countcrpurty ond its prospective creditworth. 

8 
con act: 0_ 1;ation. This will re~ect 

Probability of default depends on the counterpurty's vulnerability to nsset p . mess over c hfetune of any transachon. 
checking credit scor1: of the countcrpurty. nee movements e.g., regularly reviewing or 

(3) Recovery rate: the proportion of the market value of a position that is ex , t d b. . 
pee e to e recovered 1fthe counterparty defaults. 

6.3 The key drivers of Credit Risk 

• Capacity or ability to re1111y liubilitics out of income: e.g., if the countc art fr • 
income and cannot pay its obligations; review of the counterparty's ti _rpl Y. ~ces challenges with generating adequate 

• . I . mancia position qual'ty r· fi • past lmancia pcrlomrnncc; ' 1 0 its manctal statements and 

• Capital or availability of financial resources available to m t . 
b II . . cc commitments sh 11 • 

countcrparty may not c we cap1tnhzcd and hence may be unable t . . ou < mcome not materialize· lbe 
· I d O meet its obligation • · · capita a equacy; s, e.g., assessing the countcrparty's 
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• Impact of general economic environ . . 
economic activities that ma im a t. ~~nt on the enterprtSe: The counterparty may be directly affected by general 
the competitiveness of thc~nd!st~'.ls ability to meet its obligations e.g., the impact ofCovid-19 on a number of companies, 

• Target customer base· The cou t arty' 
income and/or meet its ~br f n crp s t'.1l'gct custo~crs can have an effect on the counterparty's ability generate 
unemployed people etc.; iga ions e.g., targeting less credit worthy clients such as SMEs, retail clients who may include 

• Lending without collateral: L d' •th . . . . 
from third parties or th . en mg WI out collateral or secunty provided, mcludmg the pledge of assets, guarantees , o er, 

• Legal systems: Legal system that ensures enforceability of legal contracts· and 
• Settlement failure: Settlement ra·1 d ·1 b·1· · ' · fu d 1 . 1 ure an ovru a 1 1ty of credit default protection mechanisms e.g., settlement guarantee 

n s, nsurancc, protcctmn schemes, insolvency provisions. 

6.4 Practical steps and guidance for the CMOs on managing the particular risk 
6.4.1 Credit Risk Management 

( I) 

(2) 

Identification and assessment ofth · k· ·1 · · I · I · · k · . · . ~ ns • 1 1s important to iave m p ace those that are responsible for ris management 
so that they are able _to 1dcnl1 fy the nsks through various variables such as due diligence on the counterparty. The risks 
should be assessed l1mcly assess the risks. 

Risk Champion: a specific resource or function must be identified to oversee risk management so that they are responsible 
and accountable for it. 

(3) Policies and Guidelines 

(i) Policies to govern how credit risk can be mitigated through the various activities of the CMO; 

(ii) Procedures of how transactions should be handled with counterparties and the parameters to take into consideration 
befon:haml: 

(iii) Adhere1!ce to investment guidelines prescribed in the law; and (iv) Guidelines to ensure collateral based lending 
(transacll~ns). 

( 4) Due diligence: conduct comprehensive and ongoing due diligence of counterparties as well as assessing their perfonnance 
from time lo time. 

(5) Employ risk management safety measures such as Insurance, Settlement guarantee fund. 

6.5 Policies, Procedures and Limits 

6.5.1 Policies rcla tini: to limits 

Establishment of sound and wcll-dctined policies, procedures and limits is vital in the management of credit risk. These should 
be well documented, duly approved by the hoard and strictly implemented by management. Credit policies establish the 
frnrnework for lending and guide the credit-granting activities of the institution. 

An effective credit policy should outline the following: 

(i) Defines the credit concentrations, limits, and exposures the organization is willing to assume. These limits will 
ensure that credit activi ties arc adequately diversified. The policy on large exposures should be well documented to 
enable CMOs to take adequate measures lo ensure concentration risk is mitigated. The policy will clearly stipulate 
the percentage of the CMO's capital and reserves that the institution can grant as loans or extend as other credit 
facilities to any individual entity or n:latcd group of entities: 

(ii) In the nposurc limit, contingent li11bilitics should be included-for example guarantees. acceptances and letters 
of credit. In the ca~c oflargc exposures, CMOs must pay attention to the completeness and adequacy of information 
about the countcrparty; 

(iii) Boud approval: ·111c policy should require tlmt the board opp~vc oll lo~s to related or connected p~ies. These 
credi ts should be based on market terms und should not be more lovornble with regard to amount, matunty, rate, and 
eol laternl than those provided to other customers; 

(iv) On cxposun: limits the policies should include the following: 

• Acceptable exposure to individual counterJ>arties: 

• Maximum exposure to connected groups and insider dealings; 

• The total overall limit on the credit portfolio in relation to copitul, ussets, or liabilities; 

• LimiL,; in relution to geographical location or other segmental analysis; 

• Maximum exposure to individual economic sectors (for example commercial, consumer, real estate, agricultural); 

and 
• Acceptable limits on specific products . 

. 1 1 t' n. and other policy documents: CMOs should ensure thot their own internal exposure 
(v) Complhncc wit I rcgu i1 10 s h p 1· · . . ' .th I tory requirements or other documents sue as Investment o 1c1es, Trust deeds and 

hm1ts comply w1 any regu 11 • 

constitutive documents in tem1s ol the CIS Rules. 
. . . , in the or anization: To be effective, credit policies must be communicated throughout 

(v1) Comm~nic.aho~ "it,b , d th g h appropriate procedures, and periodically revised to consider changing 
the orga01zat10n, tmplcmcnte roug 
internal and external circumstances. 
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• · · "and monitoring of documentation are 
6.5.2 Segregation of Duties . . f credit exposures and revte~ II CMOs where it might not be 

d' r ·1 setting monttormg O 
• fi 1ction For sma ' 

Credit policy fonnulation, ere it im• . dent of the Joan originat10n m , in measures to maintain credit discipline, 
functions that should be performed mdepcn th should be adequate compensat gf. t st 
feasible to establish such structural hierarchy, ere d 

I 
ddress potential conflicts O 10 ere · 

introduce adequate checks and balances and standar s O a 
t . process h d t d' 

6 P I• • I r to credit assessment and gran mg . . hould include a thoroug un ers an mg .5.3 o mes re a 1ng . .
1 

ria. These crtterra s 
CMOs must operate under sound, well-defined credit-grant~n;;•c~re of the credit, and its source of repayment. 
of the borrower or counterparty, as well as thc purpose llil . 

1 
f the true risk profile of the borrower or· 

. bi mprehens1ve assessmen o . . I d . 
CMOs must receive sutlicienl information to ena . e a ~o d d umented in approving credits must inc u e. 
counterparty. At a minimum, the factors to be cons1dere an oc 

• the purpose of the credit and source of repayment; 

• the integrity and reputation of the borrower or counterparty; f . ks) f the borrower or counterparty and its 
. d gregate amounts o ns 0 

• the current risk profile (including the nature an ag 

sensitivity to economic and market developments; . b ed on historical financial trends 
' h' d current capacity to repay, as 

• the borrower's or counterparty s repayment 1story an 
and cash flow projections; 

• The borrower credit rating/report from licensed Credit Reference Bureau; 

. . f 11 • t based on various scenarios; • a forward-looking analysis o 1e capacity o repay 
I' bT d • the legal capacity of the borrower or countcrparty to assume the Ja I ity; an . . 

· · f II t 1 arantees including under vanous scenanos. • where applicable, the adequacy and enforceab1htyo co a era or gu , 

6.5.4 Internal Risk Rating Systems 

An important tool in monitoring the quality ofindividual credits, as well~ the tot~l ~ortfolio, is the use of '.111 !"te_mal ris~ rating 
system. A well-structured internal risk rating system is a good means of d1ffcrenllatmg the degr~c _of credit n ~k m the dif!erent 
c~edit exposures of a CMO. This will allow more accurate determination of the overall charactensl!cs of the client portfolio and 
adequacy of impairment provisions. 

Typi.:ally. an internal risk rating system categorizes credits into various classes designed to take into account the gradations in 
risk. Simpler systems might be based on several categories ranging from satisfactory to unsatisfactory; however, more meaningful 
systems will have numerous ratings for credits considered satisfactory to truly differentiate the relative credit risk they pose. 

While developing their sysh:ms, CMOs must decide whether to rate the riskiness of the borrower or counterparty, the risks 
associated with a specific transaction. or holh. Internal risk ratings are an important tool in monitoring and controlling credit 
risk. To facilitate early identification. institution ·s internal risk rating system should be responsive to indicators of potential or 
actual deterioration in credit risk e.g .. financial position and business condition of the borrower, conduct of the borrower's 
accounL~. adherence to loan covenants and value of collateral. 

Credits with dc~criurating ratin!:_!s sh_ould be subjc1.:t _to addi!ional oversight and monitoring. for example. through more frequent 
\·1s1ts from cred11 officers and mdus1on on a wutch list that 1s regularly reviewed by· senior manaoement The 1·nt J · k ti' d · . . . . ,, . crna ns ra ngs 
can he _use by line management III d1tfor~nt departments to track tl1e current characteristics of the credit ortfolio and hel 
dctcrmmc necessary changes to the credit strategy. Consequently it is important that tb b d f d' p d · p 

. . . , e oar o 1rectors an senior 
management also receive periodic reports on the condition of the credit portfolios bas d h · 

, e on sue ratings. 
The ratings a~si~ncd tr, in~ividual burrowers or counterpurtics at tl1c timt: the credit is ranted must • • · 
basis and 111d1v1d11al tred1ts should be assigned 11 m:w rating when cunditi . .

11 
~ be reviewed on a penodrc 

importance of cnsurin!:_! that internal ratin"s arc consistent .11,d ticciirut,.ly . tlonst eh, icr 1
1
~iprovc or deteriorate. Because of the 

"' ' ' ~ 1c cc t c411a1t)•of' d' ·d 1 d' · · · for setting or confirming such ratings should n:st with u credi t review fu ·t' . d tn 1v1 ua ere its, respons1b1hty 
concerned. It is also important thnt the consistency and accu-,cy of 

1
. nc 

1
~

11 m c~cn_ dent of that which originated the credit 
• • ru mgs 1s examined · d' II independent credit review group. · · · perJO ICU y by a function such as an 

6.5.5 Policies on lnter-CMO trunsnctions 

lntcr-CMO transactions also porh:nd significant credit risk The t • 
I ,. • . . • sc ransaellons are css ·nt·. 11 fi ,, . . . 

sett emcnt o, s1.:cunt1es transuct1ons or bcc<1usc certain servic ·s e ta Y or ,ac1htat1on of fund transfers 
. h ' 11 . . . , . c. arc more cconomicall fi ' 

s ize or gcograp 1ca ocation. An 1nstitutio11 's lending policy ·h Id , . . Y per ormed by other CMOs due to their 
. . s ou t) p1cully locus on the followin . 

• The estabhshment and observation of counter party c d·t 1. • g. 
re 1 1011ts· 

• Any inter-CMO transaction for which specific provi · h ' 
s1ons s ould be made· 

• The method and accuracy of reconciliation of the nost d ' 
. . . ro an vostro accounts· 

• Any mter-CMO credit with terms of pricing that · ' 
, is not a market nonn· and 

• The concentration ofinter-CMO exposure with d t .
1 

d . . ' 
limits. a e rue listing ofCMOs and . 

amounts outstandmg as well as lending 
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6.5.6 Role of Senior Management (SM) 

The CMO's senior management d 
identity and minimize credit . k are expecte to ensure that adequate measures, including policies are put in place to help ns . 

6.5.7 Role of Board of Directors 

The CMO's Board of Directors m t • -1 h . . . . . . us , pnman Y I rough Its Risk and Audit Committee, monitor the efficiency of the 
Company s internal control int I d. c·r . 
it is reccivin ade u . ' ei:na au it ! apphcable), and risk management systems. To do this, the Board must guarantee 
appropriatclyg and qi· atct_mfolrmahon regarding all these areas and that it makes sure any identified weaknesses are addressed 

n a 1me y manner. 
6.6 Role of Oversight Functions in managing the Credit Risk 

6.6.1 The Risk Management Function t th . . . . . • d · · d I addition th • k m~s ensure al potential credit risk 1s adequately 1dentdied, assessed, an 1TIJt1gale . n 
also ns~ \ n s marag~mhent function m~st ensure that adequate controls are put in place to minimi7..e credit risk. It should 

e re O comp Y wit standards specified in the law, legislation, and regulation in risk management. 
6·6·2 !he1Comtpli~n.ce Functi<;>n ~ust ensure that the CMO's complies with the law and their internal policies and procedures put 

m p ace o mitigate credit risk. 
6·6·3 The Intern~. Audit fu~cti_on must ensure that they assess the effectiveness of systems and procedures that have been put in 

pdlacc_fitodmitigate credit nsk and recommend ways in which these can be improved in the event that weaknesses have been 
1 enh ie . 

SECTION 7: MARKET RISK 
7.1 Definition of Market Risk 

7.1. l Market risk is the risk ~rising from movements of interest rate, foreign exchange rate, and prices of instruments in the capital 
and m~ney markets which negatively afTect the earning and capital of the CMO. Market risk can be classified into the 
followmg: 

(I) Interest Risk: the risk that earnings or capital of the CMO may be affected from changes in interest rates of assets, 
and debts. 

Interest ri sk arises from the CMOs balance sheet exposure to interest bearing assets and liabilities. These include 
customer deposits. loans. bonds and financial dcrivatcs products. 

(2) Currency Risk: the risk that can1ings or capital may be affected from fluctuations of exchange rate, due to a transaction 
in a fordgn currency or from holding an asset. liability, or debt in a foreign currency. 

(3) 

Examples or items that contain currency risk include. assets and liabil ities denominated in foreign currency, foreign 
exch:mgc tr.msactions. dcrivatcs of foreign exchange transactions (forwards contracts, futures, swaps, options, etc., 
assets and liabilities whose cash flow (redemption value, coupon rate, etc. is determined in reference to foreign exchange 
rates. 

Price risk the risk that earnings or capital may be negatively affected from changes in the price of debt or equity 
instrnments. TI1is causes the value of the investment in the trading portfolio and profit to diminish. 

Examples of items that contain price risk include stock prices, corporate bonds with equity purchase warrants, stock 
<lerivatcs ( forward contracts. futures. S\\"dps. option, etc.). 

(4) Commodity Risk: the likdihood that a commodity price, such as that of a metal or grain. will change. 

Examples of items that contain commodity risk in~lude. commodity derivates ~forward~, fu~res, swaps, options, et~.) 
and assets and liabilities whose cash llow (n:demphon value, coupon rate, etc.) 1s determmed m reference to commodity 
price~. commodity index prices, etc. 

(5) Infla tion Risk: thc risk that overall rises in prices of goods and services will undermine the value of money, and 
probably adversely impact the value of investments. 

7.1.2 In managing mark.et risk, CMO s need to havt: five fundamental management factors as follows: 

• Risk Managcmcnt Policy; 

• f3oard of Directors; 

• Senior Management; 

• Risk Champion; and 

• Internal Control and Audit. 

I • • t I t cvi ·w whether the market risk management system developed is an appropriate one suited to the CMO's 
7.1.3 t 1s 1mpor an or c •· b · •.. d 't • · ·kprolil ' 

strategic ohjcctivcs. the scale and nature ol its usmcss an I s ns e. 

7.2 Market Risk Manai.:emcnt 

7.2.1 Risk Manui,:cmcnt policy . . . . 
• • •1 Id h· . 11 risk munagcmcnt policy that guides the CMO 01_1 mark~t risk. The risk management policy 

7.2. 1.1 I he CMO s iou ~vtc ss of'thc market risk in the risk management pohcy which should among others include clear 
should covert pna enc 
statements such as: . . . 

I ·b1·1·1tics of the board of directors and semor management with regards to market nsk; • the roles an< respons1 
• clearly defined market risk limits; . 

. f h ·1 d responsibilities for managing market risk exposure; 
• clear hnes o aut on Y an . . . . 

. • • . 1 monitoring control, and m1llgat1on of market risk; and 
• Identl ticalton, assessmcn , ' . . . . . . 

d · e its market risk policy m a timely manner by rev1ewmg its effectiveness based 
• Whether the CMO . ocs rev:~ tatus of market risk management in regular and timely manner or on an as 

on reports and findings on e s 
needed basis. 
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7 .3 Board of Directors d fd. ctors should understand the character and existing 
. hi Th CMO's boar o 11e . . . 

7 3 I The CMO should ensure there is Board oversig · e h . s fior r,·sk management. Effective nsk management 
. . . trategies and mec amsm 

levels ofrisks that befit the CMO's business s . ·tt on the market risk management on a regular basis and 
gh th R · sk and A udtt Com.mi ee . 

should have reporting to the board throu e 1 . d t bout the status of the market nsk management and the 
. m nt and Ju gemen a 

timely for the board to make an appropriate assess e 

status of market risks. 

7.3.2 The reporting of market risk should among other include: 

7.3.3 

• The market risk pro file and trends; 
. . . . d th tatus of the application; and 

• The status of compliance with risk hm1ts an e s . 

d 
rd·ty fthe market risk measurement and analysis method. 

• The nature (limitations and weaknesses) an va I t o 
• ·th d. periences possessing an understanding of the 

The board of directors of the CMO should consist o f people Wt iverse ex ' . . ... 
business of the CMO and market risk management. The board of the CMO will have the following responsibthtJes: 

• to establish strategies and risk tolerance levels; 

• to appoint senior management with authority to be responsible for risk management; 

• to monitor performance and overall market risk of the CMO to ensure that it is managed; 

• to ensure that the CMO develops bas ic guidelines in specifying, measuring, monitoring, and reporting market risks; and 

• to arrange to have suitable and sufficient stafTwith capability in market risk management. 

7.4 Senior Management 

7.5 

7.4. 1 The senior management of the CMO has the responsibi lity of implementing all approved policies that govern Market Risk 

and developing procedures for etlcctivc management of the risks. 
7.4.2 Management should be mandated by the board to be responsible for maintaining: 

• appropriate limits on risk taking; the risk limit should be in line with the measurement method and depends on the level 

of C:pital, pcrfom1ancc. and risk tolerance of the CMO. The risk limit should match the size, the complexity of the 
bus mess of the CMO and the adequacy of the CMO's capital; 

• adequate systems and standards for measuring market risk; 

• standards for valuing positions and measuring pcrfonnancc; 

• a comprehensive markt!l risk reporting and review process; and 

• effcctivt: internal controls. 

7.4.3 Management should be suflicicntly competent and able to respond to · · ks • • 
. Ii . pnce n s interest risks and fore· h · ks h 

may arise rom changes 111 the competi tive environm 'nt I' . . . ' 1gn exc ange ns t at 
c or rom mnovat1ons m markets in which th . . . . . 

Internal Controls and Audit · e mst1tut1on 1s active. 

7.5. 1 The CMO should have adequate internal controls to ensure th •. t . . 
internal c m egnty ofthctr market risk management process. These 

controls should be an integral part o f the CM ()'. II 
• s ovcru system of intern I 

audit to assess the c!Tcctivcncss or the market risk c t 1 . a control. The CMO should be audited by internal 
d 

. on ro s 10 place and t • 
regar s to market nsk munagcmcnt. The internal nud·t • . o appropnatl'!y identi fy matters to be audited with 

I report on market n sk should am . . 
• status of compliance with murkcl risk 1· • • . ong md,cate They should promote: 

· po icy or gu1delmcs· 

• appropriateness of the market risk management r · . . • 
risk profile; p occsses commensurate with the seal d . 

e an nature of the business and 

• appropriateness of the use ofmurket . k n s · meusurcmc t d . account· n un analys is mcth d 
• 0 s (techniqt1 • . . . . es, assumpltons, etc.) taken mto 

• valid1ly of the market risk measurement und I . 
nnu ysis methods· 

• accuracy and completeness of the d· t· . , 
. u a used 10 murket risk meas 

• status of improvement of mailers po· t d . . urement and analysis· and 

7.5.2 
me out man internal ct· ' 

111c internal audit function of the fin ancial ·, 1· . ' au tt or other reviews or insp 1· 
U 

ns I tuhon sh Id . cc ions. 
iat management observe the laid down 1 · • ou review and assess th k 

d 
po 1c1es and e mar et risk 

proce ures meet the necessary s tandard f . procedures governi . management process and ensure 
s o accuracy ng market n sk m 

' promptness, and corn 
I 

t anagemeot and that accounting 
P e eness. 
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. . SECTION 8: LEGAL AND REGULATORY RISK 
8.1 Definition of Legal and Regulatory Risk 

8. I . I Regulatory compliance risk arises from CMO' . 

th. 
1 

d d . a s potential non-conformance with laws, rules, regulations, prescribed practices, 
ore 1ca stan ar s m anyJ·ur· d . u· . . 

is IC on m which it operates. 
8.1.2 The table below provides exam I f 1 . 

S 
. P es O egal and regulatory risks that could arise categori:red in line with the above definition: 

ource of risk r._ 
. GJ.amples of legal and regulatory risks 

Internal Risk • N I I d o ega epartment; 

External Counsel 

Legal framework and 
chanJ!C of law. 

Litigation Risk 

Contract and transactional ri!lks 

• In~de~uate legal team experience and skill set sufficient to identify and address organization's 
obJechves and risk level; 

• Lack of independence in recruiting process and undefined recruitment criteria; 

• Lack of capacity building or training programs to ensure compliance with emerging industry 
and regulatory practices; 

• Lack of understanding of key functions of legal department; 

• No systems for tracking legal matters; 

• Inadequate and/or lack of continuing monitoring process of legal department deliverables; and 

• Inadequate or insufficient documentation and record keeping. 

• No clear policy for retaining external counsel and no framework to determine which work is to 
be handled internally and which work requires external counsel; 

• Failure to undertake or no internal policy for conflict checks before engaging external counsel; 
• Excessive legal costs; 

• Failure to provide specific contact person for reporting and issuing instructions to external 
counsel; 

• No policy for minimum requirements external counsel must have before retainer. E.g., valid 
professional insurance cover; and 

• No systems for tracking progress and reports for instructions given to external counsel. 

• Increased cost of operation caused by new regulatory obligation; 
• Ambiguous legislation; 

• Lack oflaw review policy; 

Lack of understanding of regulatory framework and impact on business prior to, and after 
enactment; and 

• Lack of system to ensure period gap analysis reviews relating to regulatory framework and 
internal policies and/or corporate governing documentation. 

• Frivolous actions; 

• Failure to ascertain prospects of success on an action and making provision in case ofunfavorablc 
judgments; 

• Failure to employ alternative dispute resolutions; 

• Failure to rccogni1.c litigious matter and seek ex-curia settlement; and 

• Cost escalation through prolonged litigation. 

• Luck of legal involvement in contract forniation process including negotiations for complex 
transactions; 

• Inadequate drafting skills: 

Invulid form of contract; 

• Lack of appreciation of risk !L~sociutcd with transaction; 

• Inndcquatc information on contracting parties and ability to perform arising contractual 
obligations; 

• Poorlv drafted contract tcm1s with umbiguous cluuses on rights, obligation and benefits accruing; 
• Innde.quatc or poorly drnfled risk mitigating measures in contracts. 

• Inadequate control measures for execution of contracts; 

• Lack of or inadequate clauses spelling out pre-contractual obligation 

• Lack of enforcement clauses in case ofbreach ofobligation; and 

• Failure to complete perfection or registration of interests acquired in securities and/or other 
assets and benefits under contracts, as required by statute e.g., registration oflease within time 
required by law, including equitable interests. 
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8.2 Drivers of Legal and Regulatory Risk . . 1 · I and regulatory risk.This is 
. b t ·t d to identify and assess ega 

(I) Emc~ing regulations and best practices: A legal !e~ is _es sut e •. tion not only has competent persons but 
a function performed by individuals and therefore, it 1s pertinent that an orgam~:quatcly trained on emerging industry and 
further makes deliberate policies and measures to ensure that such p~rsons arcd a y legal services to be outsourced. 
regulatory best practices. This includes putting measures to vet emp oyees an an . f and neither can an 

t rate independent oftl1e organtza ton, 
(2) Departmental Integration: A well functional leg~l team c_an~o ope f h 

I 
al I am ifrisk is to be identified and avoided and/ 

organization perform its departmental functions without prior mput o t e cg e 
or mitigated. . · 

d · r "th "sk inherent in the various areas an mvcstment 
(3) ~ature of Business or invcs~ment: Contracts_ ou?ht to b<: draflc m me :i ~ and forms may provide a useful rcfence point, 

1s to be made and the core bus mess of an orga01zal1on. Whilst contract p~ec ed~ ts . that respect, is vital to ensuring that 
understanding the law surrounding the nature of bus iness and legal unpe tmen 10 

contractual terms arc not rendered impossible to perform by law. tJ h 
· "d A ·zation may have a structure where 1ey ave 

(4) Diminutive control and supervision over external service provi er: n org~n~ on for organizations with huge 
a small legal team and outsource mosl ofits work to external counsel. However, tt 1~ not uncomm in external legal counsel 
legal teams to also outsource legal services. An organization needs to consider the ns~ posed by cnga~ ~ , ts ' 
such as inaction on a court matter leading to courtjudgment and subsequent execution on an orgaruzatton s asse ·. 

(5) P I. · 1 · · • d 1· · I I · · J vestors firms organizations and countn es, lose o 1hca risk driven by government policy nn 110 1hcn I ec1s1ons. n , , • . . ' h k 
money or make less money than expected due to political decisions, conditions, or events occumng 10 t e co~try or ~b~' et 
in which they have operuti~ns. Pol itical risk is oficn connected with government instability, crime levels, cuf!ency m~onvertt 1 tty, 
nationaliwtion, terrorism, riots, coups, civil war. etc. Political risks are associated with government actions wh_•~h deny_o_r 
restrict the right of investors/ owners to use or benefit from his/her assets, or reduce the value of firms and entitles. Pohttcal 
risks include war. revolutions, government seizure of property and actions to restrict the movement of profits or other revenues 
from within a country. 

Sec examples of political risk at hflps:l/www.risk-officer.com/ Political _Risk.him. 

(6) Judicial Precedent :ind sb1re dccisis: Despite incorporating adequate measures to mitigate business risk, a superior court 
such as the Supreme Coun of Zambia may interpret new legis lation (including cases to which an entity may not be a party, but 
materially afli:cts such entity's business operations and practices) contrary to the way an entity interprets and applies such 
new law. In such a case. all lower courts and tribunals are bound to follow the decision of the high court. 

(7) C ustomer dissatisfaction: Mere customer dissatisfaction may lead to frivolous cases that may result in costly litigation and 
reputational damage to a business. It is therefore important to ensure that contracts are carefully drafted to exonerate an entity 
from liability. 

(8) Other external events: Despite these being outside the control of an entity, their effects could still negatively impact its 
business operations. It is therefore expected that entities put in place contingency plans that can be deployed in the instance of 
such events. 

8.3 Practical steps and guidance for the CMOs on managing the particular risk 

8.3.1 ~ entity nccd_s to set in placc policies. manuals and coded procedures and controls relating to the following (must be in tine 
with best practices and the law): 

8.3.2 Internal Risk; 

• Recruitment process. 

• StaffTraining. 

• Code of Ethics and Code of conduct. 

• Operational and procedural manuals to include provisions for managing legal risk 

• Ca~e management systems. 

• Risk profile and scoring system. 

8.3.3 External Counsel: 

8.3.4 

8.3.5 

• External service manuul with conflict check fom1s und procedures mntter ll t" 
1
- . . 

firm rccrnitmcnt process. ' 0 oen ion po icy, mmmmm service charge and law 

• Robust follow up processes for monthly stutus updutes. 

• Policy on CMO invo lvement prior to ai.:tion being tuken. 

Legal framework, change of law and litigation risk: 

• Robust and periodic legul review process nnd gup analysis of CMO 1 · • 
compliance. · po tctes, documentation, and level of regulatory 

• Policy on stakeholder engagement on applicability of relevant I· · ·I · 
" d . . k" 11 I . . . cg1s at ton Integrated d artm ,or cc1s1011 ma ' mg anc cgu opmtons lor complex decisions to be mad;, ep ental functions and procedures 

• Have a system fo_ r planning and tracking statutory obliga1·1 •h. lh 
· · lh · I · k f ons \\ en ey bceom d d m1l1gate e potent1a r~s o neglect and/or failure to comply within lhe . e ~can assign s taff to attend to them to 

example. have a compliance standard procedure document "th ·r. S!tpulated t1meframe specified by the law F 
wi spec1 tc dates and • · or 

External Events: responsible personnel. 

The CMO must ensure that a robust business continuity I . 
provision for adverse judgments. p an must be 10 place. This must include di·sast 

I 
d 

er recovery p an an 
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Role of Ov_ersight Functions in managing Legal and Regulatory Rillk 
8

·
4

· 1 The Risk Management Function, Compliance Function and Internal Audit function must ensure that the CMO has: 
• A designated resource respo "bi fi h fu . . . nsi e or eac nction with adequate training and sufficient experience. 
• A policy for trainings of the compliance. 

• A risk profile and scorin t fi · . • g sys em ocusmg on risk mherent to nature of business undertaken. 
• A legal risk policy developed· r "th th C , . . . . d . f . m me w1 e MO s risk profile, to focus on a proactive and strategic legal nsk management 

an m! igation m~asures. The policy must focus on measuring risk, monitoring and management of such risk and the 
reporting mechanism fior act,· (' I d" · . . . on me u mg m cases where urgent action 1s required). 

• 1:' risk mana~cment policy that includes accountability action that also assess effectiveness of control measures and 
implementalton of further controls and mitigation measures 

• A compli~nce manual speaking to the CMO's function to ascertain the compliance philosophy of the entity and how the 
company intends to meet its securities business regulatory obligations. 

• Compliance reviews and/or assessments conducted by the CMO and with structured reporting systems and procedures. 

• System for ~sccrtaining the compliance history of the CMO with the securities legal and regulatory framework in the recent 
past (e:g., ci~eulars and guidelines). l11is should enable the CMO establish whether there are outstanding legal and regulatory 
compliance issues. 

• A framework to document new or amended existing compliance policies and communicate them across the institution on a 
timely basis. 

• A system to promptly develop or amend the institution ·s compliance policies as legislation is introduced or amended or as 
new or changing business activities impose different legislative requirements on the institution. 

• Policies and systems to assess the extent lo which practices of a CMO ensure that the institution is kept abreast of new and 
changing legislations and changes in the institution's risk profile. 

• It is expected that CMOs will consult its legal counsel, the Commission or other relevant authorities for guidance on 
provisions of the law that are unclear or ambiguous in their opinion. 

8.5 Role of Senior Management (SM) 

8.5. I The CMO·s senior management arc expected to ensure that adequate measures, including policies and procedures are put in 
place to help minimize risks. Senior management must also ensure that adequate controls are in place to ensure that policies and 
procedures arc not only being implemented, but that they arc also being implemented correctly. 

8.6 Role of Board of Directors 

8.6. 1 The CMO's Board of Directors must. primarily through its Risk and Audit Committee, monitor the efficiency of the 
Company's 
internal control. imemal audit (ifapplicable), and risk management systems. To do this, the Board must guarantee it is receiving 
adequate in fom1ation regarding all these areas and that it makes sure any identified weaknesses are addressed appropriately and 
in a timely manner. 

SECTION 9: STRATEGIC RISK 

9.1 Definition of Strategic Risk 

9. 1.1 Strategic ri~k ari~c~ from a CMO's potential inability lo implement appropriate business plans and strategies, make decisions, 
allocate resources. or adapt to changes in its business environment. The CMOs are expected to have strategic risk management 
processes to identify. quantify and mitigating any risk that affects or is inherent in a company's business strategy, strategic 
objectives. and strategy execution. At u minimum, the CMO should ensure that it has a well-documented strategic plan that is 
approved by its Board of Directors. 

9. 1 .2 Importance of strategic planning 

Strategic planning is necessary to determine the din:ction for your organi7..ation. It focuses your efforts and ensures that 
everyone in U1c business is working towurds a common gonl. ll ulso helps you: 

• Mission - this sets out the CMOs long term business' purpose; 

• Vision - sets out whut the CMOs intend to uchicve; wid 

• Strategic Plan - This outline how the compuny will uchicve its Mission und Vision. 

9.J .3 Strategic planning forms the hasis for directing the business uctivities it its bid to achieve its objectives. It enables the CMO 
to: 

• Determine/ agree activities that will contribute to business growth; 

• Allocate its resources for optimal results: 

• Detcm1ine the CMOs funding model; 

• Build competitive advantage; 
• Determine its Risk Appetite i.e., how much is the CMO willing to take in pursuit of its strategic objectives; and 

• Ensure adequate information and communication to CMO staff, management, and Board on what needs to be done and their 

respective roles and responsibilities. 
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9.2 · · k include· K • ks/ drivers of strategic ns · 
ey ns d d references; • Shifts in consumerdeman an P 

• Legal and regulatory changes; 1· cs counterfeit products; 
tr Is copy-cat tac • ' • Competitive pressure - new en · an ' 

• Mergers/ Demergers/ integration; 

• Technological changes; 

9.3 
• Stakeholder pressure, shareholder revolts. . . 

t ocess CMO hould understand its operations, Elements of the strategic managemen pr t ic planning process. The s 
. th f lemcnts of the stra eg . ess 

9.3. I The table belo~ illustrates ~ our e I to address each element m the proc . Th CMO staff need to acquire as much 
activities, and its external env1ronmen . . t blish the status oflhe C~O. e I ·ts income what drives its 

? 
11 

starting pomt 1s toes a I h does 11 genera e 1 , . d . . J ( I) Whereareyounow.- ,e . h •toperatesintemaly, ow rt ityforintrospect1onan cnt1ca Knowled e of the CMO's Business, . ow 1 . . This can also be an oppo ~ 
mfitabi!Tty Md how;, comp"" ,aili compdoto"·1., co,,;de, ilio ,bm mk d"ve". . 

P . t' th'c CMOs business. This process should a k th CMO? - Desired Strategic outcomes review o · · . a cment want to ta e e · 
(2) Where do the shareholders/ Board_and/or Scn~~r t:i~n fenn? What are the key focus areas etc. . 

specilicizing between Long, Mcdmm Tenn a g th . ey the milestones, and the changes you will need 
. . d "tion? - Map out CJOum ' (3) How will the CMO you get to _its d~s1r~ pos1 . 

to make to meet your strategic obJccllvcs. . . f eview checkpoints and measurement of 
• . . c1· ? _ Definition O success, r (4) How will the CMO ascertain that it is succee mg 

success. 

r · and procedures 9 4 The Strategic Pl11nning Process: po 1C1es 

· . fi II th steps outlined below: 9.4.1 A typical strategic planning process o ows e 

9.4. 

' .- _;:....· -"~:.:;:i,;L~\j) 
.,......._ .. -~-- -,--- : ..... 

r,:, .. . i 
. . . ~• • I 

~.iv~~~~ij) 

·. •--;. . ~ -· : ._.,, . 
•; 

2 
The Board or more accurately, Senior Manugcmcnt will determine how the nbove steps arc undertaken. The commonest \ approaches include: 

(i) Delegating to a dedicated stmtegy team, who then arrungc n series of meetings (including. some with key stafl) and 
delegating sect inns to team mcmhcrs to <lrall . The strategy coulu hold brainstorming session, meetings with stakeholder 
or survey key s takeholders to gui11 informution required to aduress the elcmcnts of strategic planning above. 

(ii) Oul~oureing the exercise lo an outside professional to undertake the process on behalf of management. 
9.5 The Strategic Planning Process: 11ulicies 11ml flroccdurcs 

9
.5.1 Effective management of s trategic risk requires lhat a CMO establishes policies, procedures, and limits to ensure objective evaluation of and responsiveness to a CMO's business environment. 

9.5.2 CMOs should hove a docu_mentc_d nnd Board nppro_v_cd pr?cess for fonnulnting and approving the s trategic plan. This process 
and ull related procedures, including the rcspons1bil1hcs ~I the Boaru and senior management and other staff concerned, should 
be clearly documented, approved by the Botird, and subJect to periodic review to ensure their appropriateness. 

9.5.3 Policies on business strategy should address the following: 
(i) 

A definition of the critical business segments/ processes/ activities/ products that the CMO will focus in the short, medium, and long krm. 

(ii) Definition ofU1c frequency and procedure for review of the CMO's business strategy. 

(iii) A requirement that the CMO should operate based on a Board approved strategic plan; 

(iv) Tran,itiooal provi,;,,. wh,re, CMO', strnt,gi, plan is"°' cooclud,d ;n tim, following •,q,i,y of, prev;

0

., plan. 
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9.5.4 Procedures for defining and rev· · th · · · , 
given adequate consideration: iewmg e mshtutions business strategy arc intended to ensure that the following aspects are 

• The CMO's inherent strengths; 

• Its identified weaknesses: 

• Opportunities external to the institution; and 

• External factors that pose threats to the institution. 
9.5.5 

The entity should select and use appropriate tools to identify the above. These tools include, but not limited to: 
• SWOT Analysis; 

• PESTELAnalysis; and 

• Porters 5 Forces. 

9·5·6 Limit~ are necessary in defining the CMOs risk appetite including: ? Exposure to different sectors; and ? Growth of business 
and staff strength. 

9.6 Procedures for developing a strategic planning 

9.6. I This sectio~ pr~vides guidance on specific steps a CMO can follow to develop and implement a strategic plan. These are 
summarized m the table below: 

2 

3 

4 

Stage i11 strategic 
p/a11ning process 

Analysis & 
goal setting Analysis 

Stratt:gy fomrnlation 

Implementation of 
strategy 

Monitoring 
und evaluation 

Expected procedures/ outcomes 

Situational analysis which in tum helps the 
CMO: 

• Define Vision 

• Define Mission 

• Define its Strategic Objectives 

• Define strategic Goals 

• Define its Values 

• Strategic Phm - Long term plan 
• Bus iness Plan - normally short term 

and addressing a particular aspect of 
the long-term strategy 

• Contingency !'Ian - to address an emergency 
lhat threatens the existence of the CMO. 

Chungc management processes 

l'MS Periodic Reviews tnt lc11st once 
m11111ully by BoD, Quarterly for SM um! more 
fm.1ucntly for olher opcrutionnl management 
nnd stuff 

Tools that can be used 

• SWOT Analysis 

• PESTELAnalysis 

• Porters 5 Forces 

• Gap Analysis 

• Balanced Score Cards 

• Guidance from the 
Shareholders/ Board/ Senior 
Management and other 
stakeholders' direction on 
aspirations 

Based on the analysis of the 
Opportunities and threats 
identi lied from the analysis 
stage and the optimization 
and mitigation measures 
identi fied by the CMOs 
strategy team. 

Implementation Plan 
Perfonnance Management 
Tools - e.g .• BSC 

Perfom1ance Management 
Systems targeting tl1e CMO 
as a whole and cascaded to 
individual members of staffin 
the organization. 

9.7 Goal setting and analysis 
. . 1 d obicctivcs the CMO should be guided by their corporate mission which outlines the direction the 

9. 7.1 In sett mg strategic goa s an , • 
CMO is expected to follow. and which reflect the vision ond values it upholds. 

. 
1 

Id , fl, t lh . CMOs aspirations in achieving o specific target e.g., Growth and return, efficiency gains, 
9.7.2 Strateg1cgoalss1ou ri; 1:_c c . . . • 

competitive advantage within the env1ronm1:nt it operates. . . . . . 
. , . , ·tl and ob · ectives, institutions identify and cons ider the needs and aspirations of their maJor stakeholders 

9.7.3 ln sctt111g s~tegic go.' s . ~ nt as identified using the analytical tools highlighted above. 
and changes tn operatmg environme 

C 
rd · tool that CMOs can utilities to document how the proposed strategy will enable them 

9.7.3.1 The Balanced Score a 15 a 
to achieve the desired objectives. 
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9.8 Strategy formulation 

9.8.1 Assessment of the results of stratci:ic analysis: CMOs should have a process for evaluatin~ their str~tegic pos_ition an_d 
developing appropriate strategies Lo achieve their strategic position and developing appropnate strate~1es to achieve the_,r 
strategic goals and objectives. This should be based on the CMOs understanding of the CMOs general business and economic 
environment and identification or strength and weaknesses and establish its strategic position. 

9.8.2 Identification of possible stmtcgics: based on the analysis the CMO should identify and assess possible optimization 
strategics (to take advantage of mcngths and opportunities) and mitigation strategies (to address the weaknesses and threats) 
that can be considered having regards tu its stated goals and objectives and risk tolerance. 

9 .8.3 Formulation and documentation of stratei:ic plan: Strategic decisions agreed upon during the planning process should 
form the basis of the strategic plan. Apart from describing what strategics the institution will take and how the institution will 
implement them to meet its strategic goals and objectives, the plan should also provide other infonnation, such as the 
institution ·s philosophy towards its husincss, its growth targets, the ex1ent of its financial risk-taking, and other relevant 
factors (institutional and environmental) afTccting its growth and development. The depth and coverage of the strategic plan 
should be commensurate ¼ith the institution's scale and complexity of business. 

Contents of a Strategic Plan 

► Executive summary: TI1is can he useful for prospective investors and other key external stakeholders. 

► (,"ore values - outlining the principles that underpin your business culture. 

► \I ission statement - dcscrihing the long-term purpose of your business. 

► 
}, 

► 

9.9 

Problem statement - explaining key issues that you wish to address. 

SWOT/ PESTF:L analy~i~ - cx;m1ining your business' internal strengths and weaknesses as ,v•II as .. al · · d , . . , c ex,em opportumhes an 
threats. Sec a SWO r analysis example. 

Objectives and goals - outlining your top-level ohjcctiws as mcasurubk and nctionablc st 'P TI · h · 1 . • d 1 • . · c s. 1ese m1g t me udc attracting a new 
type of customer. eve opmg m;w products 11ml scrvu:cs, ur securing new sources of finance. 

Implementation plan - setting 0111 key uctions (with desired outcomes and dcodlines) 11 d d t 1· lfil . . 
. . . . . . cc e o u I your top-level obJechves. 

l\fonrtormg and evaluation - dclcrrnrnmg wl11ch key performuncc indicators (KP!s) y ·11 k, 
progress against actions on an ongoing hasis. · ou wi trac and how you will monitor the 

Resourcing - summarizing lhc impact orthc pmposc<l stralcgy on resources, inclndin, bud et . . 
Source: https://www.nihusincssinfo.eo.uk/contcnVhow-<lo-you-devclop-strutcgic-pl:n g ' staffing, premises, and equtpment. 

Strategy implementation 

9. 9. I Alignment and change management 

Before implementing its strategy, the CMO should ensure that there is al' r· 
. ignment o mtcmal resou d • • change management issues such as: rces an _processes mcludmg 

• MindseV Culture changes - It is important for the Board and Sc · M· 
support for the str..itegic planning process and the stratcg'y adopnt,odr b ,m,agement to set the tone.at the top by showing 

. . . . e Y t 1e CMO· · 
• Orgamzahonal restructuring reqmred to facilitate the achievement fd · d ' 

. . . o es1re outcomes· and 
• Busmcss Process re-engmeermg to address followofinfonnation and trans • ' 

department. acttons/ Interdependencies between processes/ 
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9.9.2 Alignment ofintcmal resources d . . an processes means includes ensuring the following: 
• sufficient resources (finan · I d Ii . cia an non- manc1al) have been allocated to undertake the necessary tnsks· 
• the CMO has the right mix r kill d ' implcm t r . 

1 
• 0 s s an numbers allocated for the performance of various tasks in the strategy 

en a 100 me udmg for the monitoring and evaluation; and 
• the organization and risk . . . 

th 
. . . . management structure. systems, infrastructure, and technology are m the nght shape to 

support e new m1ltaltves. 

9.9.3 Planning and Management of Capital and Funding needs 

9.9.3.1 Inadequate planning of ,1 1 d Ii d" . . . . .. . . cap1 a an un mg needs 1s an obstacle to 1mplemcntmg strategic dcc1s1ons and can have a 
• 

1 
d~srupllve e~ect on an institution operation and its ability to meet strategic goals and objectives. Institutions should 

view p annmg for capital and fu d' h td b · 1 d d · · n mg s ou e me u c as part of the strategic plannmg process. 
9 · 9 ·.3·2 Capital ~l~ning should be risk-based and forward-looking and consider such factors as an institution's current and future 
capital n~eds, anticipated capital expenditures. dividend payment forecasts, desirable capital levels, and external capital sources 
(e.g., available supply of capital and capital raising options). 

9.9.3.3 CMOs should at a minimum produce the following forecasts: 

Forcast Profit and Loss-Proforma 
fORl!CAST PROFIT AND LOSS (INCOME AND l!XPl!NDITURJ!) 

Year I Year2 Year3 Year4 Year5 
ZMIY ZMW ZMW ZMW ZMW 

Revenues 100.000 150,000 300,000 750,000 2,250,000 

Cost of services provided (25,000) (38,000) (75,000) (188,000) (563,000) 

Gross profit 75,000 112,000 225,000 562,000 1,687,000 

Other operating income 35,000 53,000 106,000 159,000 477,000 

Other operating expenses (9.000) ( 13,000) (27,000) (40.000) ( 119.000) 

EBITDA 101 ,000 152,000 304,000 681,000 2,045,000 

D&A (30.000) (60,000) (90,000) (120,000) (150,000) 

Operating income 71 ,000 92,000 214,000 561,000 1,895,000 

Financial income I 91 ,000 197,000 95,000 104,000 189,000 

Finance ..:xpcnscs ( 60.000) (72,000) (74,000) (75,000) ( 75,000) 

Profit before tax 202,000 217,000 235,000 590,000 2,009,000 

Corporation tax (71,000) (76,000) (82,000) (207,000) (703,000) 

Profit after tax 131,000 141,000 153,000 383,000 1,306,000 

fORl!CAST STATl!Ml!NTS OF FINANCIAL POSITION (BALANCE SHEETS) 

Forecast stalcmcnts of financial position (Balance sheets) • Proforma 

Assets Year I Year2 Year3 Year4 Year5 
ZMW ZMW ZMW ZMW ZMW 

Property and equipment I 20.000 210,000 270,000 300,000 300,000 

Government Sccuritic~ Bonds 1,000,000 1,000,000 1.000,000 1.000.000 1,000,000 

Investments in listed equities 296,000 343,000 288,000 242,000 281 ,000 

Amounts due from related parties I 62.000 276,000 359,000 422,000 473,000 

Trade and other rccievablcs 135,000 238,000 394,000 753,000 2,180,000 

Cash on hand and balances with banks I 07.000 32,000 80,000 214,000 566,000 

TOTAJ,Ass1:rs 
1,820,000 2,099,000 2,391,000 2,931,000 4,800,000 

LIADILITil!S & EQUITY 

Li11bilitlcs 

Loans and borrowings 
60,000 372,000 374,000 375,000 375,000 

Trade and other payables 
89,000 139,000 201,000 344,000 808,000 

7,000 8,000 8,000 21,000 70,000 
Income tax 

425,000 425,000 350,000 325,000 
Amounts due to related parties 

4 25.000 

881,000 944,000 1,008,000 1,090,000 1,578,000 
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Capital and Reserves 250,000 300,000 350,000 

I 50,000 200,000 
Share Capital 400,000 425,000 450,000 

350,000 375.000 
Share Premium 

733,000 1, 116,000 2,422,000 
580,000 Retained Earnings 439,000 

1,383,000 J ,841,000 3,222,000 
939,000 I ,155,000 

2,931,000 4,800,000 

TOTAL CAJ>TTAL REsERYES 1,820,000 2,099,000 2,391,000 

Forecast Cashnows . 
· . . , CMO ex eels to have sufficient resources to fund its 

The table below illustrates a proforma cashllow forecast which md1cates the P 
operations. 

Year4 Year5 
Year3 Forcast CashOows-Proforma Year 1 1ear2 ZMW ZMW 

ZMW ZMW ZMW 

107.000 32,000 80.000 214,000 
Opening balance 7 58,000 

Capital injection 50,000 75,000 75,000 75,000 75,000 

Receipts from debtors 100,000 250,000 550,000 1,300,000 

Loans disbursced 300,000 

Advances from related parties 500,000 100,000 75,000 25,000 100,000 

Coupons received 150,000 150,000 150,000 150,000 150,000 

Receipts from related parties 88,000 149,000 193,000 227,000 254,000 

Bond purchases 1.000,000 

Purchase oflisted securities 255,000 

Advances to Related Parties 250,000 263,000 276,000 290,000 305,000 

Loan repayments 60.000 72,000 74,000 75,000 

Payments Creditors (95.000) ( 151.000) (190,000) (235.000) (368,000) 

Taxes paid (64.000) (75.000) (82.000) ( 194.000) (654,000) 

Payments to related parties (75.000) ( l00.000) (75,000) ( I 00,000) (125,000) 

107,000 32,000 80,000 214,000 566,000 

9.9.3.4 The ahove forecasts an: based on the information obtained from the strategic planning process and may include some of the 
folio" ing. building block number; that financial forcca.~ts need: 

• Revenue Target~: 

• Quarterly gross margin targets; 

• Expense to revenue ratios for major expense categories like sales, general and administrative, and indirect tabor; 

• Major fi xed expenses like rent or debt servicing; 

• Quarterly net profit targets; 

• Account~ Receivable~ and Account~ l'nynblcs average terms: 

• Planned Capital expenditure: 

• Planned Borrowings lo finnncc Capcx nnd Opcx; 

• Planned Investment activities; and 

• Targeted economic capital v~ slatulory regulatory capital requirements. 

The above should rcllcct the wa) the CMO antidputes implementing its strategy TI • • r, . . • 
strategic period and hrokcn down into Annuul, Quurterly. or monthly rcvenu. 1 • 15

ie ;n orrmalloi~ should be nnalyzed for the entire 
c nrge ,or ,orecastmg purposes 

9.9.4. Information and communiculions systems · 

The ability to effectively manage infomiation is crucial to an instil f , . bT , . 
respond to changes in iL~ operating environment. This will cnabl • tl :

1
C
11
M
10

O
5 

n .'
1 

'1Y 10 _impleme. nt its strategic objectives and 
· e le w1 I rcmam co tit" · und services, and uchicvc desired goals. Institutions should the ·Ii . mpe 1vc, mtroduce new products 

support their strategic planning und decision-making processes. re ore ensure lhnt they have sufficient and robust MIS to 

9.9.5 Human resources management and development 

Human resources management has u strategic focus in that it is· I d • . . 
shaping its corporate culture. By developing policies 10 meet futmvo vc 10 gnrnmg commitments to an institution's goals and 
r r ard ki urc needs humun . o a ,orw -loo ng approach to denl with change and growth d '. . resources management enables the adoption 

an to nnt1c1pate future problems. 

( 
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9.9.6 Succession Planning 

The institutions' management should d . . . . 
particularly essential ,-0r . u·t . evelop management succession plans to cater for staff turnover and retirement. This 1s 

" ms uttons to cater fo · tu · • . resignation, or retirement. r maJor mover m senior and middle management, whether due to transfer, 

9.9.6.1 The institutions' board of d" h . 
Board and th . . . !rectors s ould also maintain succession plans for critical positions such as Chairman of the 

e InSl!tution's Chief Executive Officer. 

9.9.7 Stress-Testing and Contingency Strategies 

Ins titutions should employ tr . t . h . . . 
P t t. 1 th . s ess- estmg tee mques ID their strategic planning and management processes to assess any 0 en ia reats to the 1mplementat" fth · · · · · · · · · h ·t 1 . ion o e1r strategies. Stress-testmg involves 1dent1fymg possible events or changes m t e 
ex cma environment that could ha f: bi ffi · · · · · · · ·1· · h d those effects. ve un avora e e ects on an mst1tut100 and assessing the mslltut10n's ab1 1ty to wit stan 

9
·9· 7 · 1 ~lre~s-:esting does not necessarily mean the use of sophisticated financial modelling tools but focuses on the need for 

mst1tuh0ns !0 cva_luate in some way the potential impact (both financial and non-financial) different stress scenarios may 
have on their busmess. The level of resources devoted to this effort should be commensurate with the nature, scale, and 
complexil)• of institutions' business activities. 

9.10 Measuring and monitoring 

9-1 O. I The failure or success of a strategy depends on whcU1er an institution has adequate resources and capability to implement 
the ~t~atcgy and whether the institution can effectively monitor and control the progress of implementation. As such, in 
addition lo strategic planning, institutions should have a process to facilitate the monitoring and control of strategies 
being implemcnte<l. 

9.10.2 Active Board and senior management oversight with the support of the strategic risk management function will help 
ensure effective implementation and control of strategies. In addition, there should be adequate management guidelines 
and written procedures for implementing strategies and monitoring and reporting the progress of implementation. 

9.10.3 Where institutions have identified strategic issues arising from anticipated operational or market changes which may result 
in a significant ad,·erse impact on their business or financial conditions, such issues should be reported to the Board and 
senior management in a timely manner, with an assessment of the strategic risk implications and the need for taking 
remedial actions (such as modifying existing strategies and implementing risk mitigating or contingency measures). 

9.10.4 To ensure an efTectivc strategic risk management process, every institution should deploy a management information 
system that ,~i ll enable management to monitor: 

• Current and forccasted economic conditions. e.g .. economic growth, inflation, foreign exchange trends, etc. 

• Current and fon:castcd industry and market conditions, such as: 

► Increasing competition by new market entrants 

;.. Number ru1d s ize of mergers and acquisitions 

:;.. Changing customer bchavior 

:,.. New products/substitutes 

• Exposure to dilTcrcnt sectors, and associated sector risks. 

9. 11 Performance evaluation and feedback 

9. 11 .1 Comparison o f actual pcrfonnuncc to <lcsiri:d outcomes serves as an important check on the success of implementing 
approved strategics and allows munagcmcnt to take timely remedial actions to address significant deviations from set 
targets. There fore, institutions arc expected to develop a perfom1ancc evaluation system that tracks progress towards 
achieving both finmu:ial and non-linunciul torgets. 

9.1 J .2 To ensure cflicicnt and cont inuous pcrformunec evaluation, at the setting of strategic goals and targets stage, long term 
gouls and targets should be broken down in short term (preferably yearly) measurable goals and targets. 

9.12 Specific responsihilitics of senior mun111-1cmcnt 

9. 12.1 Senior mruiagcmcnt should, umong other things: -

• Establish und implc:mcnt the institution's strategic risk manugcmcnt framework bnsed on criteria and standards set 

by the Board: 

• Assis i the Board in dcvcloping strategics lo meet the institution's strategic goals and objectives; 

• Fomiulate the institution's strategic plan un<l related implementation plans (such as business, development, and 

operating pluns) 

• Ensure adequate implementation of the institution's strategic plan, as approved by the Board. 

• Implement an cfTcctive pcrfonnancc evaluation system; 

• Ensure that any strategic issues ruid material risks arisi~g from e~vironmental changes or implementation of the 

institution ·s s trategics arc reported lo the Board on a timely basis. 
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9.13 Specific responsibilities for the Board . . , t . risk management process. These includes:-
. an inst1tutton s stra eg1c 

9.13.1 The Board has specific responsibilities for overseeing . . k anagemcnt framework which suits its own 
. ropriatc strategic ns m 

• Ensuring that the institution has in ~lace an app. 
circumstances, business needs and risk tolerance, . 

1 
dare set in line with its corporate mission and 

. 1 d obiectives are c car an 
• Ensuring that the institution's strategic goa s an ' 

b • d. fon and risk tolerance; 
values, culture, usmess 1rec 1 . tam· d therein) and any subsequent changes, and 

. I c· luding strategies con e . . . , . . 
• Approving the institution's strntcg1c pan me . . ? Ensuring that the mst1tut1on s organization 

II ) urc its appropriateness, • 11 d 
reviewing the plan (at least annua Y to ens . 1 urces and capabilities, as we as systems an 
structure culture infrastructure, financial means, managl crrn tret~on of i;s strategies· Reviewing high-level reports 

. ' d t port the imp emen a JO . ' 
controls are appropriate and a equate O su~ . . , verall strategic risk profile; 
Periodically submitted to the Board on the institul!on s O I dd d· d 

. . . . . d r Ii d from those reports are proper y a resse • an 
• ensuring that any material risks and strategic imphcation

1
s I ent.

1 
ie trateoic decisions approved by the Board and 

. . · tent in imp emen mg s ,,.. • Ensuring that senior management 1s compc . 
supervising such performance on a continuing basis. 

9.14 Internal audit and con I rols . . 
th I are not unduly exposed to strategic risks. Internal 

9. 14.1 Institutions need strong internal control systems to ensure at t iey 
controls are required to ensure that: 

• The organization structure establishes clear lines of authority. 

• The institution's systems and structures provide for business continuity planning. 

• The process of setting up and reviewing strategic plans is comprehensive and is adhered lo. 
· · · · · d akn ·dentificd should be reported to the Board and • The results of such audit reviews, mcludmg any issues an we esses 1 . . . 

· · d d d J t d mittee (e g Board Audit Comm11tce). and semor senior manaecment directly. Both the Boar , an a e ego c corn · ·• . . 
~ · · d · h thcr such reviews and audits are efffect1vely manacement should be sufficiently engaged 111 the process to etcrminc w e . . 

pcrfo;med (e.g .. whether the performing staff arc independent and have sufficient authority to perform their duties) and 
idenufied issues arc addressed. 

SEC'nON JO: ML/fF Risk 

I 0. IM Principlt/ dtfinitioo of Risk 

I 0. I. I MU TF Risk is the risk that the CMOs activities result in its being used by criminals as a conduit to conduct money 
laundaing 
and financing of terrorism. It is unrealistic to expect an organization to operate in a completely risk-free environment 
in terms of MUTF. Therefore. an organization should identify the MUfF risks it may reasonably face, then assess the 
best approach to reduce and manage thos1: risks. 

I 0. I .2 CMOs should he ahlc to ensure that measures lo prevent or mitigate money laundering and terrorist financing are 
commensurate with the risks iden1ificd and would enable them to make decisions on how to allocate their own resources 
in the most effective way. C'MOs shoulJ have in place processes to identify, assess, prioritize, monitor, manage and 
millgatt: mon.:y laundering and 11.:rrori~l financing risks. Where there are higher risks. CMOs should take enhanced 
measun:~ to manage and mitigak those risks; and. correspondingly, where the risks arc lower, simplified measures may 
be pcrmillcd hy 1hc Commission. Simplilied measures will not be pem1itted whenever there is a suspicion of money 
laundering or terrorist financing. ( 

I 0.1.3 Inherent MIJrF risk may fall into the following categories: 

i. Product~. services, und transuctions; 

ii. Customers; 

iii. Countries or geographic locations; und 

iv. Delivery channels 

I 0.2 Drivers of Risk 

J 0.2.1 Key risks/ drivers of MU TF risk within the ubove cutcgories ure as follows: 

I. Higher-Risk Products. Services and Tr11ns11ctions 

- Complex products and services e.g., derivatives; 

- Significant volumes of electronic pnymcnts, such us electronic and mobile mo . 
Ef·T, prepnid curds, and rcmittunccs; ney payment systems, wire transfers, 

- CMO's customers actively engage in electronic banking service h . 
opening, and/or Internet transactions; s, sue as remote deposit capture, online account 

- CMO provides services to third-party payment processors or senders· . 
agents. ' and· Use ot correspondent banks and 
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2. Higher-Risk Customers 

• Significant portfolio of ea h . I • b . 
t .1 s ·tn ensive usmess customers, such as SMEs marketeers convenience stores, liquor, or 

re ru stores; ' ' 

• CMO's cuSlomer base includes foreign entities and/or individuals· 

· CMO has significant business r"lat·o h' "th b k · : · · · · · I / I d . ~ 1 ns 1p WI non- an financial mst1tutlons, mcludmg relative y new unregu ate 
businesses such as casinos· , 

-Significantnumberof fi · I . · • . . pro ess1ona service provider customers, mcludmg law firms, accountants, real estate brokers,etc.; 

• CMO customer base includes domestic and/or foreign non-governmental organizations; 

· CMO customer base includes politically exposed persons and high net worth individuals; and 

- lfCMO deals with foreign clients, the origin/residence of those clients. 

3. Higher-Risk Countries or geographic locations 

• Extent to which the CMO's customers engage in or process transactions involving international locations identified 
by the Financial Action Ta~k Force, or other international bodies as having strategic deficiencies in their countries' 
AML frameworks or being susceptible to corruption, and/or geographic locations outside of our normal business 
area; 

• CMO's customers located in. or conduct transactions with, offshore financial centers; and 

• CMO maintains branches in or have significant customer populations located within domestic locations designated 
as High Intensity Drug Trafficking Areas and/or l-ligh Intensity Financial Crimes Areas 

I 0.3 Practical s teps and guidance for the CMOs on managing the MlJ TF Risk 

I 0.3. 1 A CMO should c-0nduct: 

• MIJJl' risk assessments and profiling on its clients during onboardiog and on a continuous basis during the business 
relationship: 

• MIJfF risk assessment of products and services before being offered to the public. CMO should also come up with 
mitigants to the identified Ml./TF risks; 

• KYC and client onboarding procedure; 

• Enhanced due diligence on high-risk clients e.g., high net worth individuals and politically e~']losed persons; 

• Simplified KYC on lo"•risk clients, subject lo the Commission approval; and 

• Periodic relevant AMUCFT training. 

I 0.3.2 Devel up a Suspicious/Cash Transaction Reporting Framework 

10.4 

10.5 

10.6 

I 0 .3.3 Conduct sanctions screening at onbuarding und pcriodicully 

nolc of Oversight Functions in m1m11ging the ML(l'F Risk 

10.4. 1 Role of Risk Management Function - Develop un MUrF policy. risk assessment framework and undertake ongoing MU 
TF risk identification, usscssmcnt, prioritiwtion, management, nnd mitigation reviews. 

10.4.2 Role of the Compliance Function - Compliance Officer to be the focal point person for AMUCFT issues and should 

conduct periodic compliance reviews uml !ruining. 

·n FIC II d AMUCFf Compliance Ofliccr (if not the same as the compliance ofliccr) should be the one to receive 
I 0.4.3 ie • ve c . . . g/ I . d . . h FIC 

· · tran 1·on reports from stuff. mvesllgnlln una yzmg an transm1ttmg to I c . susp1c1ous sac 1 · · 

I A d·t duel periodic indepcmlcnt testing of the CMO's AMUCFT program. I 0.4.4 Jntcma u 1 - con 
. h ~ r 5 should present periodic reports to the Senior Management nnd Board. 

I 0.4.5 The ovcrs1g t 1unc 100 , 

Role of Senior Man11gement (SM) 

d t and suflicient internal controls in pluce to guarantee adherence to AMUCFT program; and 
• Ensure that there ure a equn e 

. t·fi d d xperienccd AMUCFT Compliance Officer who should be at senior management level. 
• designate a sU1tably qua I c an c 

Role of Board of Directors . 
"bi and accountable for the management of AML risk: 

• The Board is ultimately respons1 c 

I
. h ·ate policies that address AMUCFT and Know-Your-Customer principles; 

• The Board should cstab is appropn 
. . 1 1 d approved by the board; and 

• Policies should be reviewed regu ar y an . 
. d 'call orted and addressed at Board meetings. 

• ML/fF risks should be peno ' y rep 
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APPENDIX I 
SECURITIES AND EXCHANGE COMMISSION CHECKLIST FOR REVIEW AND APPROVAL ADVERTIS_EMENTS 

. J under the Securities (Collective Investments 
[Please Complete this assessment and submit it together with the request for approva 
Schemes) Rules and the Securities (Advertisements) Rules.] 

l 
PAKT I - REQUIREMENTS OF TIUl CoLLl!CTTVE JNVl!STMENT ScHl!MI! RULl!S 

THe SEcuRJnes (CoLLEcnvE INVESTMENT ScHEMS) RuLES 
----------

-

Clause/Requirements of the Schedule 
of the CIS Rules 

Commission to approve advertisements. 

58. ( I) Advertisements and other invitations to the public in 
Zambia to invest in a scheme, including public 
announcements. shall be submitted to the Commission 
for approval prior tot heir issue or publicotion in Zambia. 

(2) Any publication submitted for approval which concerns 
the trustee shall be accompanied by its written consent. 

(3) The approval so granted may be varied or withdrawn 
by the Commission ns it deems fit. 

( 4) Once authorized. the advertisement may be used for a 
maximum period of six months, provided there are no 
material changes in that period to the scheme or to the 
advertisement itself. 

(5) Unless the Commission disapproves submitted 
material within four teen calendar days of its 
submission, the Commission shall be deemed lo have 
approvi;d it. 

I Statements as to authorization of scheme 
! 
! 59. (I) I fa scheme is described as having been authorized by the 

Comm ission it shall be stated that, in givi ng this 
authoriL.Ition. the Commission docs not take responsibility 
for the financial soundness of Lhc scheme or for the 
correctness of any statements made or opinions expressed 
in this n:g,ard. 

(2J Such a statement shall comply with the requirements of 
clause sixry-two. 

Mention of unauthorized schemes 

/ 60. Advcrti~cmcnts and other invitat ions lo the public in 
Zamhia shall not refer to any scheme which has not obtained 
authorization from the Commission. 

Warning 5tatcments 

61 . Advertisements shall indudc a warning statement that-

(a) the price of units or shares, und the income from them 
(if the scheme pays a dividend), may go down us well 
as up); and 

(b) Investors arc reminded that in certnin circumstm1ces 
their right to redeem their units or shures moy be 
su~pcndcd. 

Comment 

t--F_o_r_n-111_t_o_f_w_ u_r,;in-~tal;c;;m~e;n;ts;----------- ----t--------------- ---- -----J 

62. (I) Warning statements shall be printed in type of the same 
size as the rest of the text in the advertisement. 

(2) Notwithstanding subclausc (I), they may be in smaller 
text if printed in bold type or prominently outlined. 

(3) In all cases the warning shall be capable o fbcing read with 
reasonable ease by anyone scanning the advertisement. 
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p ART l - REQUIREMENTS OP nru SHEDULE TO TIIE ADVERTISEMENTS Ruuis 

Requirements of the Shedule to the Advertisement Rules 
Comment 

Prominence of required statements 

1. The significance of any statement or other matter required 
by the provisions of this Schedule to be included in an 
advertisement shall not be disguised either through luck 
of prominence in relation to the remainder of the 
advertisement or by the inclusion of matter calculated to 
minimize the significance of the statement or the other 
matter required to be included. 

Advertisements to be clear and not misleading 
2. (I) The content of a securities advertisement and the 

manner of its presentation shall be such that the 
advertisement is not likely to be misunderstood. 

(2) A securities advertisement shall not contain any 
statement. promise. or forecast unless the licensee 
issuing it has taken all rca~onable steps to ensure 
that each such statement. promise or forecast is 

I not misleading in the form or context in which it 
appears. 

(3) A securities advertisement shall not contain any 
statement. purporting to be a statement of fact that 

the licensee issuing it does not believe at the time, 
on the basis of evidence of which he has a record in 

his possession, to be true. 

(4) Jfthe securities or securities business to which an 
advertisement relates is avai lable in limited quantities, 

or for a limited period or on ~-pccial terms for a limited 
period, tl1e advertisement may say so but, if that 

is not the case. the advertisement shall not contain 
any statement or matter th_at implies i! )s so. 

Advertisements to be distinguished from other matter 

t 

3. ( I) The terms of a securities advertisement and th.e 
manner of its presentation shall be such that tl 
appears to be an advcrti~c.mcnt issu7~ with tl~c o~ject 
of promoting the scctmltcs, securities busmess, or 
licensee to which it relates. 

(2) Where the medium in which tl1c advertisement is 
carried contains or presents other matter the 
advertisement shall be distinguished fr?m that 
other matter so that the part thul is an odvert1scmcul 
clearly appears as such. 

. 'd · · iify themurltics or securities business Advertisements to • en 
to which they relate 

4 . F . I in the case of a short form advertiscrne~t. or an 
.xccp I r ment the nuturc of the scc11r111es or 

image al vcr 1se , h II 
. . b . ·ss to which the advertisement relates s a secur1t1cs usmc 

be clearly described. 

Promotions to be genuine . . 

5. No securities advertisement shall be issued ~•t :: 
d' persons who respon o 

intention not of persua m.g he sub. eel matter of the 
adverti.scment t tob:iur:v~;h \he int~ntion instead, of 
advert1scmen ' . • eemcnl or use business 
persuading them tocnte~mtan:!1 meniioned in the 
services, of a descnp ion 
advertisement. 

··------·---------
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d I h Advertisement Rules Requirements of the She 11 e tot e 

Advertisements not lo imply governmental approval 

6. A securities advertisement shall not contain any m~t!er 
· · secunties that states or implies that the secunt1es or 

business which is the subject of the advertisement or any 
matter in the advertisement has the approval of any 
Government department or of the Commission. 

Synopses to be fair 
7. A securities advertisement that states some only of the 

rights and obligations attaching to an invc~t.ment in 
securities or some only of the terms and cond1t1ons of a 
securities agreement shall-

(a) state sufficient of them to give a fair view of 
the nature of the investment in securities, of the 

financial commitment undertaken by an investor 
in acquiring the investment in securities and of the 
risks involved: and 

(b) state how a written sllltemcnt of all of them can be 

Comment 

f--___ _ __ o_b __ tai __ n_cd_. __________________ -+---------------------, 
Comparison wilb other innstmenls or services 

8. A securities advertisement shall not compare or contrast 
one investment in securities with an alte rnative 
invcstmcnL or one s.:curitics service with an alternative 
securities service. unless the comparisons and contrasts 
are fair in relation to what is promoted and to the 
alternative having regard to what is not stated as well as to 
what is stated. r------- ---------------------------1------------------------l Taxation 

9. (I) A securities advertisement that refers to taxation 
shall contain a warning that the levels and bases of 
taxation can change. 

(2) A securities odveniscmcnt that contains any matter 
based on an assumed rate of taxation shall state 
what that rate is. 

(3 ) A securities advertisement that refers to rcliefs from 
taxation-

/a) sholl state thul the relicfs arc those that 
currently apply; and 

(h) shall contain a statement that the value ofa 
relief from taxation depends upon the 
circumstances of'the taxpayer. 

Cancellation rights 

JO. Where a securities advertisement states that an investor 
who enters in to an investment ugrcc111cnt to which lhc 
advcniscmcnt relates wi ll he given an oppnrtunity to 
cancel the agreement, the udvcrlisc111ent shall define 
th.: pt:riod during which the inv.:stor wi ll have thal right 
and the time when the period will begin. 

Past performance --------t------ ---l 
11. A securities advcrtiscmenl shull not con tu in in formation 

about the past performance of securities investments 
of any description unlcss-

(a) it is relevant to the performance of the securities 
investment the subject of the udvertiscment; 

(b) except. wh~rc the source of the information is the 
advertiser itself, the source of the information is 
stated; 

(c) if the whole of the information is not set out-

( 
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_ __ Requiremen~s_ of the Shed11/e to the Advertiseme111 Rules 

(i) what is included is not unrepresentative, unfair, 
or otherwise misleading; and 

(ii) the exclusion of what is excluded does not have 
the effect of exaggerating the success of 
performance over the period to which the 
infomiation that is included relates; 

Synopses to be fair 

(d) if the infonnation is presented in the f'onn of a 
graph or chart, no part of the infonnation is omitted 
so as to give a misleading impression of the rate at 
which variable quantities have changed; 

(e) in the case ofan advertisement of units or shares in 
a collective investment scheme, any comparison 
made between the value of an investment in those 
units or shares at different times is on an offer to 
bid basis, that is to say, on the basis of what it 
would have cost to acquire an amount of the units 
at the earlier time and what a disposal ofthat 
amount of those units would have realized at the 
later time. and the fact that that is the basis of the 
comparison is stated; 

(j) the period which is selected as illustrating past 
pcrfom1ancc is a period ofnot less than three years 
which period must end no more than three months 
before the date of the issue of the advertisement; 
and 

(g) the advcrtiscmcnl contains a warning that the past 
is not necessarily a guide to the future. 

! Indications of the scale of business activities 

I 12. (I) A securities adverti sement shall not contain any 
statement indicating the scale of the activities or the 
extent of thc rcsources of a licensee, or of any group 
of which the licensee is a member. to imply that the 

i re~ourccs available to support the pcrfonrnmce of 
i the licensee's obligations arc greater than they are. 
! (2) Statcmcnls which relate to resources of members of 

267 

I a group other than the licensee shall clearly state 

I that_f_f.~ae:·tt.~----------------j--------------- --1 r::-isk warnings - · . . 
I K . 1 l ' es to any securities I 13 (I) Th is paragrap I app 1 . . 
I . advcrtiscmenl that is not u short form or imngc 

(2) 

(3) 

(4) 

advertiscmenl. 

An advertisement shall contain _a slnt~mc~t. in 
accordance wi th th is paragraph ,~arnmg. o~ '.he~•~~ 
• 1 di ·n a'·quiring or hold111g the secunllcs 1nvo VC ~ • 

investment the subject of the advcrt1scmcnt. 

h . d ·rt·1semcnt rclntcs to a securities Where t c a ve · 1· 
. . th . case of which dcduclmns or investment in e • · I 

• . cl ·x11cnscs urc not rnudc unllor.m y charges an e · • l cl d 
I t tl c life ofthc investment hut urc ou e 

th_ruug wu . l . t ·ly onto the early years, the 
dtsproport1on,1 c 1· d 

. I II draw ·1ttention to that act an d crt1scrnent s rn • . r. 
n v d . ly if Lltc investor w1thdrnws ,rom 
that accor mg • he m·iy not get 
the investment in the c_arly years, • 
b k the amount he has mvestcd. 

ac . . investment 
Wh the advertisement relutcs to an th 

ere in value in money terms, e 

~:=t~;:1 flsu:~~a~raw attention to0~;~~o~~i~d~~ the fact that the investor may n 
amount he bas invested. 
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Comment 

Requirements of the Shedule to the Advertisement Rules 

(5) Where the advertisement offers an inveStment as 
likely to yield a high income or as suitable for ~ 
investor particularly seeking income fr~m his 
investment, the statement shall draw attention to 
that fact that income from the investment may 
fluctuate in value in money terms. 

(6) Where the advertisement relates to an investment 
denominated in a currency other than that of the 
country in which the advertisement is issued, the 
advertisement shall draw attention to the fact that 
changes in rates of exchange between currencies may 
cause the value of the invcslment to diminish or to 
increase. 

(7) Where the adwrtisemcnt contemplates the investor 
entering pay unspecified additional amounts later, 
the statement shall draw attention to the fact that 
the investor may or, as the case may be, will have to 
pay more money later and that accordingly a 
transaction in that investment can lose the investor 
more than his first payment. 

(8) \Vberc the advertisement relates to an investment 
that is not readi ly realizable-

(a) if the investment is not traded on an established 
I securities exchange, the statement shall draw 
I attention to the fact that there is no established 

I market for investment so that it may be difficult 
for the investor to sell the investment or for him 
to obtain rdiable information about its value or 
the extent of the risks to which it is exposed; or 

(b) if the investment is traded on an established 

: se~uritics exchange but is dealt in so irreg1,1larly 
or 111 frequently-

I 

(i) that it cannot be certain that a price of that 
investment will be quoted at all times; or I 

f 
(ii) that it may be dinicult to cflcct transactions 

at any price that may be quoted; the 
statem~nt shall draw attention to that fact. 

Guaranteed return~ 

14. ':' sccuritics advcrtiscm_cnt _shall 1101 describe u prospective 
'.nvcstmcnt return as bc1_ng 1n any wuy guaranteed. secured, I 
a.~surcd, or pron11scd either expressly or imp I" di 1 I h · · ic y, un css 
t c advertisement has been approved in w "t" b h 

I 
C · · · . n mg y I e 

omm1ss1on prior to its issue. 

Dating 
---- -- - -.. 

15. (I) Each securities advertisement in n pub I" r h • ICU 1011 S 11l1 
state•~ the bottom right-hand comer of the 
ndvert1scmcnt the dutc on which it wit~ lirst . . d 

• lSSUC . 
(2) Any securities advertisement by wa . 

prospectus, brochure, handout or similar n y k o ~ u )" ' 111r ·ctmg 
1tcruture shall state the dute on \ 1 . h . 

· d · v lie 11 was first I issue on either the front or hack o t .. d 
page. u St c cover 

(3) Any securities advertisement b 
cinematograph film, video or TV by way of a 
bear the date on which it w:adcas_t shall 
prominently at the begum. first issued 
advertising material. mg or end of the 

-




